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Perkenalkan Diri Anda

Nama Lengkap / Panggilan?

Alamat Asal?

Instansi / pekerjaan?

Pengalaman di Networking?

Pengalaman menggunakan Mikrotik?

Apa yang diharapkan dari training ini?
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NETWORK FUNDAMENTAL

TRAINING SESSION




What is Network?

& Sebuah platform dimana kita membuat jalur supaya komunikasi dari point A ke
B itu bisa tercapai.

A B
cable ﬁ
L—l_ D] —— T
o=
Host Server

« Network Engineer?
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LAN, WAN and Internet

"« Ada 3 type jaringan :
' « Local Area Network (LAN)
« Wide Area Network (WAN)

e |Internet

J
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I Element Network




I Element Network
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OSI Layer

Tidak ada suatu protocol yang sama membuat banyak perangkat tidak bisa
saling komunikasi.

* Open System Interconnection (OSI) merupakan model arsitektural jaringan
yang dikembangkan oleh International Organization for Standarization (ISO) di
Eropa (1977).

« Sebelum ada OSI, system jaringan sangat tergantung pada vendor.
« OSI Layer secara logic mempunyai 7 tingaktan layer.
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7 Application
6 Presentation Data Handling
D 4 Transport
i®)
@)
=
n
O 3 Network Data Transport
Lower Layer
2 Data Link
1 Phisical
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New
OSI Layer TCP/IP Layer TCP/IP Layer

Application

Presentation Application

Application

Session

Transport q Transport q Transport

Data Link Data Link

Data Link

Physical Physical
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OSI Layer

Layer Nama Perangkat Data Unit Pengalamatan
Layer 1 Physical Hub Bit 0111001110
Layer 2 Data Link Switch Frame Mac Address
Layer 3 Network Router Paket IP Address
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Paket akan dikirim ke semua port yang aktif secara broadcast
Saya pengen ke 10.10.10.5

10.10.10.4/24

A ) [
SIS S P =====—N
10.10.10.2/24 10.10.10.3/24 10.10.10.5/24
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4

Setiap ada data yang melewati HUB, maka akan dikirim ke semua port yang aktif
secara broadcast, karena HUB tidak punya Memory \

1

10.10.10.4/24

10.10.10.4 : “Hallo bro, apakah kamu 10.10.10.5?
Ini ada paket untukmu”
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10.10.10.2 : “Bukan bre, aku 10.10.10.2 éﬁ [ ]
| 10.10.10.2/24 10.10.10.3/24 10.10.10.5/24
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Berbeda dengan HUB, Switch punya memory Namanya Viac Address Table

Saya pengen ke 10.10.10.5

‘_A_Dl_l

4
- 1 DYNAMIC Fa0/4
10.10.10.4/24

Mac Address Table

Lo [ [
P ——————} ST pro======-N
10.10.10.2/24 10.10.10.3/24 10.10.10.5/24
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10.10.10.5 di MAC siapa ya? Coba ah

kirim broadcast Mac Address Table
Saya pengen ke 10.10.10.5

‘ AD I
DYNAMIC Fa0/4

10.10.10.4/24

10.10.10.2/24 10.10.10.3/24 10.10.10.5/24
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Connected Route (DAC) merupakan route otomatis yang ditambahkan setelah
membuat IP pada interface yang aktif di router.

10.10.10.1/24
20.20.20.1/24

Routing Table

Dst Address Gateway

DAC  10.10.10.0/24 etherl
DAC  20.20.20.0/24 ether2

R ||
Poo======-N S,
Address :10.10.10.2/24 Address :20.20.20.4/24
Gateway: 10.10.10.1 Gateway : 20.20.20.1
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Setiap packet yang dikirimkan melalui router, packet tersebut akan di filter
melalui Routing Table

\

20.20.20.1/24

10.10.10.1/24

Routing Table

Dst Address Gateway

Saya pengen ke DAC  10.10.10.0/24 etherl
20.20.20.4 DAC _ 20. 20. 20. 0/24 ether2

R ||
Poo======-N S,
Address :10.10.10.2/24 Address :20.20.20.4/24
Gateway: 10.10.10.1 Gateway : 20.20.20.1
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"« Protocol menentukan prosedur pengiriman data.

How TCP works

Have you received the packet?

Sender Receiver

How UDP works

Have you received the packet?

Sender Receiver
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Protocol - TCP & UDP

\
[ ] \

TCP Is more reliable.
TCP digunakan untuk IP karena support Error Checking.

UDP is more faster.

UDP digunakan untuk video streaming, games, dan aplikasi lain yang
membutuhkan kecepatan data.
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/"« Pintu Masuk.
« Digunakan untuk menjalankan service pada komunikasi jaringan.

« Terdapat total 65535, dengan klasifikasi sebagai berikut :
* 0-1023 (well known ports),
« 1024 — 49151 (registered ports),
« 49152 — 65535 (unregistered / dynamic, private or ephemeral ports)
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Port yang Biasa Dipakai

Port No Protocol Service Remark

21 TCP FTP File Transfer Protocol

22 TCP SSH Remote Access (Secure)

23 TCP Telnet Remote Access

53 UDP DNS Domain Name Server

80 TCP HTTP Hypertext Transfer Protocol (WEB)
110 TCP POP3 Post Office Protocol v3

123 UDP NTP Network Time Protocol

161 UDP SNMP Simple Network Monitoring Protocol
443 TCP HTTPS Hypertext Transfer Protocol Secure
8080 TCP HTTP-Proxy | Web-Cache
8291 TCP Winbox Remote Access (Mikrotik RouterQS)
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Gudang - My Server

N EE . N N . N .
FTP VAW WINBOX S5H PROXY
21 a0 3791 21 3128
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MAC Address

-

« MAC Address (Media Access Control Address) pengalamatan suatu device
pada lapisan data link (Layer2).

« MAC Address biasanya ada pada network interface / NIC
« Panjangnya 48-Bit, terdiri dari 12 digit heksadesimal (0 — 9 dan A — F) dan ada

2 bagian :
48 Bit
6C.88:14 BA:69:A0
Organizationally Unique Identified (OUI) Unique Address Assigned by Vendor (UAA)
6C:88:14:BA:69:A0
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IP Address

"« Internet Protocol (IP)

« Digunakan untuk pengalamatan suatu host.

Description Intel{R) Centrino(R) Advanced-M
« Terdapat 2 jenis IP address Physical Address 6C-B8-14-46-EDC8
DHCP Enabled ‘feg
1Pva [ T —CIEET
* 32-bit |Pvé Subnet Mask 255.255.255.0
* Jumlah max host 4,294,967,296 Lease Obtained 16 October 2021 08:49:19
 Dotted Decimal Notation Lease Expires 16 October 2021 14:34:15
|Pvd Default Gateway 152.163.93.1
|Pv4 DHCP Server 152.168.98.1
* IPv6 Pv4 DNS Server 192.168.98.1
e 128-bit IPvd WINS Server
« Jumlah max host MetBIOS over Tepip En...  Yes
340,282,366,920,938,463,374,607,431,7 Link4ocal IPv6 Address fed0::1090:5dch cebd.dble 46

68,211,456 |Pv6 Default Gateway
 Hexadecimal Notation
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« Classfull Address : Berdasarkan kepala IP atau kelas
~ « Classless Address : Berdasarkan prefix atau tanda slash (/)
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I Classfull Address

High Order Bit Mulai
A 0 0.0.0.0 126.255.255.255
B 10 128.0.0.0 191.255.255.255
C 110 192.0.0.0 223.255.255.255
D 1110 224.0.0.0 239.255.255.255
E 1111 240.0.0.0 255.255.255.255
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Classless Address

/"« Subnet mask digunakan untuk mengetahui sebuah IP address mana yang
merepresentasikan Network ID, dan mana yang merupakan Host ID ‘:

« Ada dua metode yang dapat digunakan untuk merepresentasikan subnetmask
yakni:

« Notasi Desimal Bertitik (Dotted-Decimal)
contoh : 255.255.255.0

« Notasi Panjang Prefiks (slash notation or prefix)
contoh : /24

.8. ID-Networkers
Indonesian IT Expert Factory
()



I Subnet Mask

Oktet ke -1 Oktet ke-2 Oktet ke -3 Oktet ke —4 Subnet Mask
A Network Host Host Host 255.0.0.0 atau /8
B Network Network Host Host 255.255.0.0 atau /16
C Network Network Network Host 255.255.255.0 atau /24

ID Networkers
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IPv4 - Private and Public

"« IP Public digunakan untuk konek ke internet.
* |P Private digunakan untuk jaringan local (LAN).
 Alokasi IP private adalah sebagai berikut :

Private Address Range Network Address and Prefix
A 10.0.0.0 — 10.255.255.255 10.0.0.0/8
B 172.16.0.0 — 172.16.31.255 172.16.0.0/12
C 192.168.0.0 — 192.168.255.255 192.168.0.0/16
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IPv4 - Private and Public

' Adajuga range IP khusus yang digunakan untuk keperluan tertentu:
« 127.x.X.X = used for localhost

* 0.0.0.0 = used for routing the entire network
» 169.254.0.0/16 = used for link-local address (APIPA)
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Perhltungan Subnet

" Untuk menghitung Subnet ada beberapa parameter yang harus dicari terlebih
dahulu.

 Jumlah IP
IP network

|P broadcast
IP Host
Subnetmask
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Perhitungan Subnet - Mencari Jumlah IP

Contoh, IP kelas C 192.168.255.121/30

Tentukan jumlah Ipnya
= 2(32-30)

= 2(2)
| =4
. Jadi jumlah IP dari /30 adalah 4

J
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Perhitungan Subnet - Mencari IP Network

/" Untuk mencari IP network bisa menggunakan rumus sebagai berikut :

(1) HostID/Jumilah IP = A
(2) A*JumlahIP =B
(3) B = adalah IP host network

Contoh, IP kelas C 192.168.255.121/30
(1) 121 /4 = 30,25 (bila hasil koma, ambil angka sebelum koma)
(2) 30*4 =120
(3) maka IP networknya akan jadi sebagai berikut 192.168.255.120
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Perhitungan Subnet — Mencari IP Broadcast

Untuk mencari IP Broadcast bisa menggunakan rumus sebagai berikut :

(1) B = adalah IP host network sebelumnya
(2) B + (jumlah IP —1)

Contoh, IP kelas C 192.168.255.121/30
(1) B=120
(2) 120+ (4-1)=123

maka IP Broadcastnya adalah 192.168.255. 123
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Perhitungan Subnet — Mencari Subnetmask

/"« Subnetmask = Prefix

« Biasanya setiap device ada yang hanya support prefix (Mikrotik) atau hanya
yang support subnetmask (Komputer).

« Untuk mencari subnetmask bisa menggunakan rumus berikut :
« Kelas A = 255.(256-jumlah 1P).0.0
« Kelas B = 255.255.(256-jumlah IP).0
» Kelas C = 255.255.255.(256-jumlah IP)

Contoh IP kelas C 192.168.255.121/30

= 255.255.255.(256-4)
= 255.255.255.252 jadi subnetmasknya adalah 255.255.255.252
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Latihan

Soal :

1.
2.
3.
4

3}

192.168.100.111 /29
192.168.0.222 / 27
172.16.20.33 / 25
10.10.10.104 / 28

. Buatlah soal subnettingmu sendiri dan coba

kerjakan

I_I;)_-Networke

nesian IT Expert Factory
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Tu1uan Training MTCNA

e Mempelajari karakteristik, fitur-fitur, kemampuan Mikrotik RouterOS dan
RouterBOARD.

« Mempelajari cara instalasi, konfigurasi, fungsi, maintenance dan troubleshoot
dasar Mikrotik RouterOS.

« Mendapatkan Kualifikasi sebagai Mikrotik Certified Network Associate.
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| Sertifikat MTCNA

@ mikroTik = |

@ mikroTik

Please enter certificate number or person
Candra Milad Ridha

A 2108NA1905 m
Eislam

Search results

having successfully completed the appropriate training
and certification requirements, is hereby recognised
as a MikroTik Certified Network Assodate

Number Type Issuer Issue date Person Certificate
MTCNA ferenel
Eislam
2108NA1905 MTCNA ID-Networkers 2021-08-17 Candra Milad Ridha Eislam ——
s

©

here

2108NA1905
20210817

Note: Starting from February 2021, a new certificate design was implemented. Certificates that were issued using previous design are still valid as

Vaid for three years since issue before. The certificate numbers remain the same. If you are a certificate holder, you can download your certificate in new design from your
\ Validate the authenticity of this document at mikiotik comicertificates .
ksued by Mikrotikks SIA, office add ress Unijes iel 2, Riga, Latvia MikroTik.com account. U




Reglstra3| Account

"« Untuk training dan ujian MTCNA peserta harus teregistrasi di official web
mikrotik.

» Register account di www.mikrotik.com, pada menu account isi semua form
yang di sedikan.

« Pastikan nama anda ditulis lengkap dalam profil, karena otomatis akan

tercetak dalam sertifikat.
REGISTER LOG IN

Registration type @ Natural person O Legal person
Firstname @ Candra Milad Ridha
Last name Eislam

E-mail | candramilad@gmail.com
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http://www.mikrotik.com/

Exam MTCNA

-

"+ Online Test.
* English, ada beberapa soal menggunakan Bahasa.
« 25 Soal (Single, Multiple, True/False)
« 60 Menit
« Soal Random
« Passing grade 60%, nilai 50%-59% bisa exam ulang (second chance).

« Syarat Mikrotik Academy, Mikrotik Consultant, Trainer nilai harus minimal 75%
untuk Associate level (MTCNA) dan engineer level (MTC*E).
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Outline

* Modul 1 — Introduction  Modul 6 - Firewall
* Modul 2 -DHCP « Modul 7 - QoS
* Modul 3 - Bridging « Modul 8 - Tunnels
* Modul 4 — Routing « Modul 9 - Misc

Modul 5 — Wireless

Detailed outline available on https://mikrotik.com/download/pdf/MTCNA Outline.pdf
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https://mikrotik.com/download/pdf/MTCNA_Outline.pdf
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* Produsen software and hardware
router

« Lokasi : Riga, Latvia (Eropa Utara)
« Motto Mikrotik : Routing the World

Latvi * Founder (1996) : John Trully & Arnis
Reikstins

* mikrotik.com

A 4 » mum.mikrotik.com
« wiki.mikrotik.com
» forum.mikrotik.com
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Mikrotik Timeline

« 1996 : Founded
« 1997 : RouterOS software x86 (PC)

« 2002 : Perangkat RouterBOARD
pertama

s « 2006 : MikroTik User Meeting (MUM)
pertama Prague, Czech Republic

e« 2015 : MUM terbesar : Indonesia,
2500+
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Mikrotik Certifications Track

MikroTik

MIkroTik

b
MikroTik

MTCINE

‘ MikroTik \

\\é— I J \\‘_
Mikror ik MikroTik

MikroTik

MikroTik
MTCEWE

MikroTik
MTCIPV6E

‘ MikroTik \
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 Sertifikasi berjenjang.
« Masa berlaku 3 tahun.

 Perpanjang dengan cara ujian
lagi.

Jika sertifikat expired...?

/1) MfKro- k

~

M.’KI’O-‘(
MTCNA MTCNA s
expired renew
MikroTik
2 —

MTCNA MTCRE

expired expired MTCNA Renewal
k not required




Mikrotik RouterOS

« System Operasi yang digunakan oleh perangkat Mikrotik RouterBOARD.
« Dapat diinstall di PC atau sebagai VM (Virtual Machine).
« Stand-alone operating system berbasis Linux v3.3.5 kernel.

MMMH MHHH KEK TTTTITTITTTIT KEKK

MMM MHMM MMM II1 KKK KKK RERERR oooooo TTT ITT KKK KEK
MMM HH MMM III KEKEKEK RER RRR 000 000 TTT ITT KEKKR
MMM MMM III KKK KKK RERERR ooo ooo TTT IIT KKK EKKR
MMM MMM III KKK KKK ERRR BRRR oooooo TTT IIT KKK KEK

MikroTik Router03 6.45.9 (c) 1999-Z282@ http:rr uww.mikrotik.com~

ROUTER HAS NO SOFTWARE KEY

You have 14h49m to conf igure the router to be remotely accessible,
nd to enter the key by pasting it in a Telnet window or in Winbox.
Turn off the device to =stop the timer.

[5ee www.mikrotik.comskey for more details.

urrent installation "software ID": QGP6-SP7?C
Flease press "Enter" to continuet

J
080 ID-Networkers Candra Milad Ridha Eislam | Mikrotik MTCNA Training
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RouterOS Featues

\
[ ] \

Support 802.11 a/b/g/n/ac wireless network.

Routing (RIP, OSPF, BGP, RIPng, OSPFV3).

Firewall & NAT (Fully-customized, linux based).

QoS / Bandwidth (Fully-customized, linux based).

Point to point tunneling (PPTP, PPPoE, SSTP, OpenVPN).
User Management (DHCP / Proxy / Hotspot / Radius, dll).
Tools (Bandwidth test, torch, mac-ping, MRTG, dll)

https://wiki.mikrotik.com/wiki/Manual:RouterOS features
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| Mikrotik RouterBOARD

g Bunt in hardware (board).
 Dibuat untuk menjalankan sistem operasi RouterOS.
« Tersedia mulai dari low-end s/d high-end router.

75
& . . . . . . - . . . . ., . foud )
> NN NN NN Slauel Core fRotiter;
= = — ]
L1 iDL CC ICIC L AL AL T s

i
’

\&\A
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http://routerboard.com/

RouterBOARD Name

7+ Detall penamaan untuk produk RouterBoard

(RouterBoard (short version RB) B
<board name> < >-<wireless feature>-<connector type>-<enclosure type>
- _/

Contoh
RB D52 -5HaCD2HﬂD-TC hAP 2 IC: 74424-08:
-1 T . ac wol: 28: 55: 31
—‘7 Wireless features enclosure type 10: RBDS2G-5HacD2HND-TC  £01: 08: 55: 31
: FCC ID: TV7RBDS2-SACO2ND  SN: D71620C1:
Wireless Mikrotikls SIA, Brivibas gatve 2141, R

Ethernet
D series

" RouterBOARD
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RouterBOARD - Board Name

" 3-symbo| name P 1
Ite
a | » Seri/ Kelas Router ) égéRgg?};§2294l-2ND
R B 9$ 1 » Jumlah Slot MiniPCl / Wireless EI::‘ gg:g ;2 gg gg gg
. - dumieh por Etremet (B ME

SN:9473085B18RAD/826/r2

« Word
« OmnITIK, Groove, SXT, LHG, DynaDish, cAP, wAP, hAP, hEX

« Exceptional naming

« Nama disederhanakan atau disesuaikan dengan tahun pengembangan.
« Contoh : RB600, 800, 1000, 1100, 1200, 2011, 3011, 4011

@
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RouterBOARD - Board Features

~s Kode lain yang ada pada RouterBOARD :
* U — support port USB
« A —memory lebih tinggi dan dan level lisensi lebih tinggi
H — more powerfull CPU
G — support port Gigabit
S — support port SFP
P — power injection with controller
| — single port power injector without controller
L — lite edition
R — MiniPCI or MINIPCle slot

s | ID-Networkers
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RouterBOARD - Built-in Wireless

"« Format Built-in Wireless sebagai berikut :
<band> < >-<protocol> <number_of chains>

« Band
« 5 —support freq 5Ghz
« 2 —support freq 2.4Ghz
« 52 —dual band 5Ghz and 2.4GHz

h AP . 1C: 7442A-05;
a c wol: 98: 55: 31
10: RBDS2G~5HacD2HnD~-TC £01: 98: 55: 31

FCC ID: TV7RBDS2-SACO2ND  SN: D71600C1 3
Mikrotikls SIA, Brivibas gatve 214i, R

 Protocol
* (not used) —only for 802.11a/b/g support

* N —mendukung protocol 802.11n
« ac —mendukung protocol 802.11ac

s | ID-Networkers
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RouterBOARD - Enclousure Type

"~ « Jenis case

* RM —rack-mount case
TC — Tower vertical case (hEX, hAP and other home routers)
PC — Passive Cooling case (CCR)

LM — lite memory p >
- BU — board unit - hanya unit papan (tanpa penutup) /s 77
B
« More info about product naming :
https://wiki.mikrotik.com/wiki/Manual:Product Naming }5! /

s | ID-Networkers
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7+ Detall penamaan untuk produk Cloud Core Router

(CIoudCoreRouter (short version CCR) B
<4 digit number> - < > - <enclosure type>

- _/
Contoh

CCR2004- -PC

—" ‘ enclosure type

total CPU cores

(reserved)

2XXX series

“._  CloudCoreRouter
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CloudRouterSwitch (CRS) & CloudSmartSwitch (CSS) Name

Detall penamaan untuk produk CRS dan CSS (SwOS)

(CIoudCoreRouter (short version CCR) B
| <3 digit number> - < > - <wireless feature> - <enclosure type>
N _/
Contoh
CRS326 RM —
jumlah ports Mmm“ﬁj

3xx series

“._  CloudCoreRouter

J
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RouterBOARD Architecture

Arsitektur RouterBOARD dibedakan berdasarkan jenis dan kinerja processor.
« Software / OS tiap arsitektur berbeda

Architecture Product Name

MIPSBE CRS1xx, hAP, hAP ac, hAP ac lite, LHG, RB9xx, SXT, cAP, RB2011, dlI
SMIPS hAP mini, hAP lite

TILE CCR1xxx

ARM cAP ac, DISC AC, hAP ac2, RB3011, RB1100AHx4, RB450Gx4

X86 RB230, X86

PPC RB3xx, RB600, RB1100, RB1200

MMIPS hEX, hEX 'S, RBMxx

* https://mikrotik.com/download
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I Cara Mengakses Mikrotik
I R ™ T T

Keyboard Langsung di PC

Serial Console Konektor Kabel Serial Yes - -
Remote Server (Telnet/ SSH)  Layer 3 yes - yes
Winbox Layer 2 yes yes -
FTP Layer 3 yes - yes
API Socket Programming - - yes
Quick Set & WebFig (HTTP) Layer 3 Yes yes yes
MAC-Telnet Layer 2 Yes - no
Local (Winbox Terminal Menu)  Terminal winbox Yes - -

Mikrotik APP (smartphone) Android / i0S Yes yes yes

ID Networkers
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engakses Mikrotik

"« Belajar cara akses mikrotik
» Topologi

Ether2-5
192.168.88.1/24

Ethernet LAN
192.168.88.2/24
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I Mengakses Mikrotik - Winbox

S Avai lable access by MAC and IP address
~« Default IP Address : 192.168.88.1/24 i
i ° U Ser : ad m | n @ WinBox (Bdbit) v3.20 (my address) i
File Tools
* Tan pa paSSWO rd Connect To: |08:00:27:14:BD:CD ¥| Keep Fassword
i Login: [T Open In New Window i
i Fassword: i
Add/Set Connect To RoMON
i Managed| Meighbors i
E T Refresh all ¥ i
i MAC Address IP Address |dertity Version Board |iptime - i
| 08:00:27:14:BD:CD 192.168.98.88 Mikrotik 6.45.9 {longtem) %86 02:05:24 !
‘\ 08:00:27:14:BD:CD fed0:all:27... Mikrotilk 6.45.9 Jong4em) x36 020524 !
| — B8:69:F4...
\\\ Ba:65:F4:-FC:FF-4D 152.168.58.1 idnsemarang 6.44 6 {long-tem) RBS52Ui-bac2nD 4d 10:48:55 /’

ID-Networkers
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I Tampllan Winbox

& admin@ :27:14:BD:CD (Mikrotik) - WinBox (bdbit) v£.45.9 on x!

Dashboard

Session  Settings

Session: | 08:00:27:14:BD:CD|

Undo/Redo

User login, IP/MAC Addr, Hostname,
ersi ROS, Hardware Type dan Arsitektu

Menu Dashboard

Area Kerja

ID Networkers
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Router Identity (Hostname)

"« Router |ldentity (hostname) digunakan sebagai pengenal / identitas mengenai
router itu sendiri.

janaged
W | Refresh all ¥
f—— =) : .

MAC Address |IP Address |dentity Version Board |ptime b
— 08:00:27...

08:00:27-14:BD:CD 192.168.98.89 Milcratik 6.45.9 (ongtem) %36 01:43:36
08:00:27:14:BD:CD fed0:all-27..| Milratil £.45.9 (ong4em) %86 01:43:36
— BA:69:F4...

B8:659:F4:FC:FF:4D 192.168.98.1 Q:Insemarang y 6.44 6 (ongtem) RB95ZUi-5acnD 4d 10:27:05
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I Router Identity (Hostname)

g
’

;o System > |dentity |

| \
1

=candra

| "5 Mesh :
| o N Disks |
: 255 IP :
| = History :
| " MPLS 2 !
: 2 R r~ Identity :
| = Routin |
: = LED= |
: b System 3 _ :
E Queues Lieense Idertityy candra QK i
| Logging |
: | Files Cancel |
! Packages |
1 Ln :
| e Paszword Apply |
: #L RADIUS :
: & Tool N Ports :
: * Tools |
| % Reboot :

ID-Networkers
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I Router Identity (Hostname)

/e Verifikasi

® admin@192.168.98, 28 (candra) - WinBox (64bit) v£.45.9 on x86 (x286)

Session  Settings  Dashboard

‘ KD | Safte Mode Session: | 192.168.938 .83

Managed Neighbnrs |

== (Fro

|MAC Address ¢ |IP Address || Identity |Version | Board |
08:00:27:14:BD:CD 152.168.58.88 candra 6.45.5 long4em) %86
08:00:2714:BD:CD fedl:all27..} candra & 45 9 (ongtem) xdk

— BE:69:F4...

BE:69:F4:FC:FF:4D 152168581 idnsemarang & 44 & Jongtem) RB952Li-bacnD




I IP Address

g . Belajar membuat |IP address pada Router Mikrotik
* |IP > Address

=% PPP il
i 2 Mesh Accounting i
i sl |P |- | Addresses i
S PG . DHCP Client o || 2 T
7" MPLS i E:E; :‘:; + [Network Interface |- |
E ﬁ ::;:;g - DN3 New Address i
& Cueues Fireval Address: [192.168.88.1/24 | > |P address/prefix
i [ Files Hotspot MNetwark:: :I 2 Cancel E
5 B Log E:iﬂmm Interface: |ether] F U _ Interface yang akan di '
! RADIUS

— | | " pasang IP tersebut

ID Networkers
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Client connection

Setting IP address supaya laptop dapat komunikasi secara langsung dengan
router

General

¥ou can get IP settings assigned automatically if your netwark supparts
this capahility, Otherwise, you need to ask your netweork administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address dan subnetmask
IP address: | 192 .168 .83 . 2 | > .

satu jaringan dengan router
Subnet mask: | 255 .255.255. 0 |
Default gateway:

Chtain DMS server address automatically

« Test Ping dari laptop ke router, pastikan reply
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Mengakses Mikrotik - WebFig

. Diperkenalkan sejak ROSv5.0 (fungsi sama dengan winbox)
« Support IPv4 dan IPv6
e Support HTTP dan HTTPS
https://wiki.mikrotik.com/wiki/Manual:Webfig

MikroTik
. RouterOS v6.44.6
l! ]
g kS e S VI a b rOWS e r » You have connected to a router. Administrative access only. If this device is not in your possession, please contact your
local network administrator.

« http://<ip_router> o |
Password: |

s | ID-Networkers
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I Mengakses Mikrotik - WebFig

/» Setting IP address pada router dan laptop (satu jaringan)

! \

 Ketikan IP address router dibrowser

Not secure | 192.168.98.1

\
! 1
! 1
! 1
: 1
. :
! 1
! 1
! 1
! 1
! 1
! 1
1
. :
1
- 1
: L CAPsMAN Router0S v6.14.6 (long-term) | Quick Set | WebFig Terminal H e || E ‘ |
1 1 Wireless :
E |# Interfaces J Interface U Interface List U Ethernet ” EoIP Tunnel ” IP Tunnel ” GRE Tunnel U VLAN ” VRRP ” Bonding | LTE Interface List :
— 1
| 2% Bridge !
| S Switch |Add MNew ¥ H Detect Internet I !
i e —
I &3 pPP |
1 =
: %8 Mesh 13 items :
e — i
1
! :':IP—' 4 Name Type a‘.zl_t:_l"al L2 MTU Tx Rx Tx Packet (p/s) Rx Packet (p/s) :
1
MPLS > 1
1
-| D R 4t br-Ap Brid 1500 1600 140.2 kb 10.3 kby i6 11 !
| 4 Routing > BEE r rage ps ps |
! = ) R 4i# etherl-MyINET Ethernet 1500 1558 94.4 kbps 3.2 Mbps 83 341 |
: s System » |
;1 ispl-labs 1
: B Quenes o i s etherz2 Ethernet 1500 1558 0b 0b 0 0 |
1 ether, ernef s S
| [ Files ' a ” !
| Log ;;; isp2-labs |
I J
] — D 4 ether3 Ethernet 1500 1598 0 bps 0 bps 0 0 .
| # rADIUS H ! P P |
! Ye_ . | m:lab
! A Tools > |
| == | [B] <}» ether4 Ethernet 1500 1598 0 bps 0 bps 0 0 1
| ¥4 MetaROUTER 1
\ = - o R 4 ether5-SWOS | Ethernet 1500 1598 3.2 Mbps 86.0 kbps 334 75 I
\ ', Partition !
\ ~— | i candra-cxn (don't turn it off) ,’
\ | = Make Supout.rif /
N :| jﬂ R 4 |2tp-cxn1 L2TP Client 1450 2.6 kbps 26.4 kbps 5 4 ’
b ’

ID-Networkers
n IT Expert F




I Quick Set

- ~
i S

s AN

/* Settingan dasar router dalam satu tampilan.
* Dapat di akses melalui winbox atau webfig

i Aa Quick Set Home AP Dual || * BTt i
| 1 CAPsMAN E
i | Interfaces intemet i
| = Wirsless 2GHz BGHz Address Acquistion:  Static & Automatic & PPPaE !
1 . 1
i i r, Bridge IDN IDN5 IP Address: |192.168.96.44 Renew i
=3 PPP Frequency: |auto *| [5240 © L Netmask: |255.255.255.0 (/24)
i == Switch Band: |2GHz-G/N ¥ | | BGHz-A/NAAC |+ Gateway: [192.168.95.1 !
i “3 Mesh Country: |indonesia ¥ |
! =5 P [~ ¥l Use Access List (ACL) MAC Address: |B8:69:F4:FC:FF.43 |
i <71 MPLS I Firewall Router i
| % . WiFi Password: |idnmantab Hide -~ |
: & Routing ¥ Local Network |
i System y WPS Accept IP Address: [192.168.200.1 !
1 8] :
! - Guest Wireless Network Netmask: |255.255.255.0 (/24) :
1 F"| 1
| = st Network. - Bridge All LAN Ports /

\ || Log DHCP Server

. ;.@-* RADIUS Wireless Clients v| NAT S

ID-Networkers
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Quick Set

e Terdapat beberapa mode:

CPE (Client device) : digunakan untuk konek ke AP, terdapat fasilitas scan
PTP Bridge AP : mode AP untuk menghubungkan 2 lokasi dalam satu jaringan

PTP Bridge CPE : mode station untuk menghubungkan 2 lokasi dalam satu
jaringan

WISP AP : merupakan mode Home AP dengan tambahan fitur advanced seperti
SSID dan WPA

Home AP : merupakan mode default sebagai AP

Home AP Dual : merupakan mode default sebagai AP yang menyediakan dual
band (2Ghz/5GHZ)

CAP (Controlled Access Point) : merupakan mode AP yang di manage oleh
CAPsMAN (mode ini hanya running bila ada CAPsMAN)
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Command Line Interface

» Akses router via text / CLI dapat dilakukan melalui SSH, Telnet, Console, New
Terminal (winbox) dan Terminal (WebFig).

* Digunakan untuk merunning script atau ketika akan mengakses router dengan
keterbatasan bandwidth.

#* 192.168.98.88 - PuTTY

TTTTTTTITTTT
TTTTTTTITTTT
TTT
TTT
TTT
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Mengakses Mikrotik — SSH/Telnet

. Untuk mengakses router via SSH/Telnet, bias menggunakan program

SSH/Telnet client seperti putty, WinSCP dll.

L‘ﬂ PuTTY¥ Configuration

Categony:

 Link download Putty https://www.putty.org/

ID Networkers
n IT Expe ory

= Sgassmn

Y| = Teminal

- Keyboard
- Bell

- Fegtures

= Windaw

- Appearance
- Behaviour
- Translation

+- Selection

T

Basic options for your PuT T session

Specify the destination you want to connect to

192.168.88.1] 22

Connection type:

(JRaw () Telnet () Rlogin @ S5H () Seqal

Load, save or delete a stored session
Saved Sessions

» |IP Address router dan port


https://www.putty.org/

Command Line Interface

e Hierarchial Structure (sama seperti menu pada winbox)
* <tab> completes command
* Double <tab> untuk melihat ketersediaan command
* “?” untuk menampilkan bantuan command disertai keterangan
* Untuk navigasi command bisa menggunakan tombol — 1 — | di keyboard

* Informasi selengkapnya bisa di lihat pada wiki mikrotik
https://wiki.mikrotik.com/wiki/Manual:Console
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Command Line Interface

/" Perintah masuk ke suatu menu (IP address)

[admin@candra] > /ip address
[admin@candra] /ip address >

Perintah Kembali ke directory sebelumnya (IP address)

[admin@candra] /ip address > ..
[admin@candra] /ip >

Perintah Kembali ke directory awal (Root)

[admin@candra) /ip >/
[admin@candra] >

@
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Command Line Interface

///Perintah masuk ke konfigurasi IP Address
[admin@candra] > /ip address

Perintah melihat konfigurasi IP Address
[admin@candra] > /ip address print

Perintah lain di konfigurasi IP address
add - menambah IP address
remove — menghapus IP address
disable - mematikan IP address
set / edit - memodifikasi IP address

J
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//Perintah menambahkan konfigurasi (IP Address)

Command Line Interface

l[admin@candra] > /ip address  [Enter]
[admin@candra)] /ip address > add address=192.168.100.1/24 interface-ether5

Verifikasi
[admin@candra] > /ip address print
Flags: X - disabled, | - invalid, D - dynamic
# ADDRESS NETWORK INTERFACE
0 192.168.88.1/24 192.168.88.0  ether2
1 192.168.100.1/24  192.168.100.0 ether5

ID-Networkers
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“ Perintah menghapus konfigurasi (IP Address)

Command Line Interface

Sebelum menghapus IP address lakukan pengecekan list nomor urut IP dulu.
[admin@candra] > /ip address print
Flags: X - disabled, I - invalid, D - dynamic
# ADDRESS NETWORK INTERFACE
0 192.168.88.1/24 192.168.88.0  ether2
1 192.168.100.1/24  192.168.100.0 ether5

Tujuan kali ini akan menghapus IP address 192.168.100.1/24 karena IP address tersebut
berada pada nomor urut 1 maka perintahnya adalah

[admin@candra] /ip address > remove number=1
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Mengakses Mikrotik — Serial Console

Akses lewat terminal emulator, putty.

Pilih Connection type = Serial
Serial line disesuaikan dengan serial numbernya - check device manager.
Speed baudrate : 115200

ﬁ PUTTY Configuration

Category:

[=-Session

' - Logging

= Terminal

- Keyboard
- Bell

- Features
=-Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

.8. ID-Networkers
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Basic options for your PuTTY session

Specify the destination you wantto connectto

Serial line Speed
[com 115200
Connection type:

()SSH | @Serial | () 0Other | Telnet v

Saved Sessions

| oad, save or delete a stored session

7 Serial line (COM X), nilai X disesuaikan number serial pada device manager
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I Mengkonek3|kan Router ke Internet

' Ada beberapa cara untuk mengkoneksikan Router Mikrotik ke Internet

WAN
LAN

PPPoE
Network

etherl

Internet

PPPoE Server

Internet via wired Internet via wireless Internet via pppoe

ID Networkers
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Internet Access via Wired

e Belajar mengkoneksikan router ke Internet melalui etherl
* Koneksikan port LAN laptop ke ether2

WAN

* Disable wireless interface di laptop LAN

etherl 'E i !
DHCP Client Ether2

192.168.88.1/24

Client
| 192.168.88.1/24
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I Konflgura3| LAN - Router

" Setting IP address pada router

[
Interface
" DHCP Client
4, Rotting " DHCP Relay
ios System " DHCP Server lew Address
& Queves DNS - [192.168.88.1/24
Firewall Cancel
rotspct Apply
L RADIUS Psac | |

ID Networkers
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I Konflgura3| LAN - Laptop

e Settlng IP address pada Ieptop y

/ \
! \

=eneral

You can get IP settings assigned automatically if yvour network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i () Obtain an IP address automatically
| (@) Uge the following IP address:

Subnet mask: 255 ,255.255. 0

P address: | 02 18 88 2 R !P Leptop s_atu j_aringan dengan IP
R Interface Mikrotik

Defavit gateway: 192.168 . 88 . 1 , Gateway Leptop adalah IP interface
Mikrotik

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

\ Preferred DMS server:

. Alternate DNS server:

> DNS Public google

ID-Networkers
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Konflgura3| WAN — Addressing Router

e Ada 2 metode untuk addressing pada interface WAN
1. StaticIP
2. Dynamic IP (DHCP Client)

* Untuk static IP diperlukan beberapa konfigurasi sebagai berikut;
* I[P address
* Subnetmask
* Gateway
* DNS

* Sedangkan bila kita menggunakan Dynamic IP, hanya cukup request DHCP Client,
maka secara otomatis router akan mendapat beberapa parameter seperti IP address,
subnetmask, gateway, dan DNS

s | ID-Networkers
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3

()

7 e Untuk addressing secara dynamic, bisa memanfaatkan fitur DHCP Client melalui IP >
DHCP Client

ID-Networkers
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4 Routing
go@ System
Q Queues
|| Files

L. Leg
L RADIUS

}qﬁ Tools

|=m| Wew Terminal
=5 MetaROUTER
#= Partition

| o Make Supout rif
[ = WY

Addresses
Cloud

DHCP Cliert

DHCF Relay
DHCF Server
DNS

Firewall
Hotspot
IPsec

Kid Control
Meighbors
Packing

Pool

Routes

meam

K

DHCF Client | DHCP Client Options

4

=

Inteface

T | | Release

DHCP | Advanced Status

Interface:

etherl

Add Default Route:

v/ Use Peer DNS
v/ Use PeerNTP

yes

Renew

Use P... |Add O... | IP Address

Expires After

OK

|

sl

Cancel
Apply

Disable

«

Comment

Copv

I Konfigurasi WAN - Addressing (DHCP Client)

Interface ke WAN

(Internet)




IVerlflkaS| - Addressing (DHCP Client)

e Tandanya kita sudah berhasil request IP melalui DHCP Client adalah munculnya
status “bound” .

DHCP Client [m] B3
DHCP Client | DHCP Client Options
= =11 | Y| | Release || Renew

Interface / |Use P... |Add D... [IP Address pires Ater  |Status | |~
_etherl  yes  yes 1921689615924 |  170303|bound)

e Selain itu kita juga bisa melihat flag D (Dynamic address)

IP > address FGEEE

e =l | Menandakan bahwa router mendapat

Address Nobeoik T alokasi IP secara otomatis melalui

O] sr 192168.96.159/24 192.168.96.0 etherl DHCP Client

ID Networkers
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IVerlflkaS| - Addressing (DHCP Client)

g e Secara default bila mengaktifkan opsi “Use Peer DNS” dan “Add Default Route=yes”

maka router secara otomatis akan mendapatkan DNS dan IP gateway dari Internet

DHCP Client <ether1> IP > DNS

DHCP | Advanced Status DNS Settings (m] E3
Interface: ¥ Servers: v OK
Im 1 Dynamic Servers: | 192.168.108.1 Cancel
v Use Peer NTP Use DoH Server: v Apply
1
I Add Default Route: yes I >
IP > Routes
Route List |:|
Routes = Nexthops Rules VRF
AF & T all ¥
Dst Address’ Gateway Distance v
> P 0000/0 |192.168.96.1 reachable ethert e

ID Networkers
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IVerlflkaS| Ping ke Internet melalul Router

= Ping dari Router ke Internet
New Terminal

[admin@candra] > ping google.com

SEQ HOST SIZE TTL TIME STATUS
0 74.125.68.100 26 40 32ms
1 74.125.68.100 26 40 124ms
2 T4.125.68.100 26 40 207ms
3 T4.125.68.100 26 40 150ms
4 74.125.658.100 a6 40 T7Zms
2 T4.125.68.100 26 40 175ms
e T4.125.68.100 26 40 3Zms
7 T4.125.68.100 26 40 40ms
g 74.125.68.100 26 40 6lms
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| Konfigurasi WAN — NAT

'”’° NAT (Network Address Translation) digunakan untuk menghubungkan client yang
ada di jaringan lokal (LAN) supaya dapat terhubung ke jaringan public (Internet)

Addresses
Cloud Firewall
DHCP Cliert Fiter Fules] MNAT | Mangle Raw Service Ports  Co

DHCP Relay :’/ = | T Reset Counter
DHCP 5 H ; — ———— ———
e o New NAT Rule Mew MAT Rule
m

B8 Fles Firewall General Advanced Extra Action Statistics Advanced Extra Action | Statistics ...
] Lo s Chain: srena : [icton s
Src. Address: v
Dst Address: v Log
Log Prefix: bl
. . Protocol: v
Chain : srcnat
. Src. Port v To Ports: 7
Out-int : etherl R .
Action : masquerade Any. Port .
In. Interface: v
_______________________________________________ Out Interface: -
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Internet Access via Wireless

e Belajar mengkoneksikan router mikrotik ke internet via wireless
* Koneksikan port LAN laptop ke ether2
* Disable wireless interface di laptop

wlanl
== DHCP Client

Ether2
192.168.88.1/24

DHCP Client
192.168.88.0/24
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I Konflgura3| LAN - Laptop

. Settlng P address pada leptop

! \

otocol Version 4 (TC 1) Properties >

mF = et Drmd e e [T O D [

=eneral

You can get IP settings assigned automatically if yvour network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Uge the following IP address:

P address: | 02 18 88 2 R !P Laptop s_atu j_aringan dengan IP
R Interface Mikrotik

Subnet mask: 255 ,255.255. 0

Defavit gateway: 192.168 . 88 . 1 , Gateway Leptop adalah IP interface
Mikrotik

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

\ Preferred DMS server:

. Alternate DNS server:

— > DNS Public google
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I Konflgura3| LAN - Router

g * Setting IP address pada router

[
Interface
" DHCP Client
4, Rotting " DHCP Relay
ios System " DHCP Server lew Address
& Queves DNS - [192.168.88.1/24
Firewall Cancel
rotspct Apply
L RADIUS Psac | |
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Konfigurasi WAN - Wireless

7« Default penamaan untuk Interface wireless di mikrotik adalah wlanl (Wireless
LAN Interface)

* By default setelah router di reset interface tersebut dalam keadaan disable
* Enable interface tersebut melalui menu Wireless > checklist wlanl

SO e

|8 Intefaces _
WiFi Interfaces | WBDG Station  Mstreme Dual Access List  Registration Connect Lis

\ L o ¥ O T CAP WPS Client || Setup Repeater

e Type Actual MTU | Tx
Wireless (Atheros ARS. . 1500 0 bp:
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Konfigurasi WAN - Security Profile

7« Wireless Security Profile merupakan tempat untuk menyimpan password yang |
nantinya digunakan untuk konek ke suatu SSID AP.

* Buat password di Wireless > Security profile untuk konek ke AP yang akan
di koneksikan.

MNew Securty Profile

General | RADIUS EAP  Static Keys OK
Name: |profile 1-mtcna Caree » Nama Security Profile yang akan di buat.
Mode: |dynamic keys * Apply

Authentication Types: v WPAPSK v WPAZ PSK

WPAEAP [ IWPA2EAP | | omment
Unicast Ciphers: [+ aes ccm thip Copy ) )
| | Password dari SSID yang akan di
Group Ciphers: |v| aes ccm thip Remove ]
koneksikan.
WPA Pre-Shared Key: |mtcnalZd >
WPAZ Pre-Shared Key: |mtcnal23 *password harus sama dengan AP

@
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Konfigurasi WAN — Mode Station (1)

- Wireless mikrotik bisa kita fungsikan sebagai station (penerima sinyal) dengan
- merubah parameter mode di menu wireless.

* Sesuakan parameter lainnya (band, frekuensi, security profile sesuai AP).
Double klik wlan1 > Wireless Tab

Interface =wlanl:=

General Wireless |HT HTMCS WDS MNstreme NV2

— < - Mode = Station (penerima)
8erd: 2GR B/GN ‘ = - Band = sesuai band AP
Channel Width: | 20MHz ¥
Frequency: 2412 * | MHz
SSID: [MTCNA = > SSID = menyesuaikan dengan SSID AP
Scan List: |default ¥ v
Wireless Protocol: |any >

, Pasang Security Profile yang sebelumnya
dibuat

Securty Profile: |profile1mtcna

v| Default Authenticate
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I Konfigurasi WAN — Mode Station (2)

" Untuk mempermudah konek ke AP bisa menggunakan tool scan

oK Scanner (Running)

Cancel i Interface: w7 ¥ Start
Apply Background Scan Siop
Digable Close
Advanced Mode i New Window

Toreh 3D | ' BousQu |7
WPS Accept FRE CEZD:ED:DF.DAE3 MTCHA 2412/20/gn -3 -118 79 CCZDEDDFDAEDY 6.43.8
APRE  CC:2ZD:EQDFDAEZ IDN 2412/204/gn 35 -118 79 CCZDEDDFDAED 6.43.8
WPS Client AP BC53:AZBEEEED wup 2412/207q 23 -118 35
AP 0E-A8:AV:DE:7FE4  AndroidAPVFE4  2437/207gn -8 07 15
Setup Repeater AP 448:88:CABA00:70  Lenowvo AVD10 2437720/gn 48 07 15
| AREB CE:ZD:EDCI:FR:0F MOVAL RIDHA  2412/20/gn 56 -118 b2 CCZDEOCIFS0F 64312
ARB CE:Z2D:EDCI:F4:8B angga aadt 2412/207/gn &2 118 56 CCZDEOCIF43E 64312

\\\Pilih SSID yang akan di koneksikan kemudian klik tombol Connect
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IKonflguraS| WAN - Station Mode (Verlflka5|)

”/- Pastikan Wireless sudah terkoneksi

Wireless Tables

WiFi Interfaces |WE{E Station  Mstreme Dual  Access List | Registration  Connect List | Security Profiles = Channels

e || = | | o] 22 b CAP WPS Client || Setup Repeater || Scanner || Freq. Usage || Align

| Name ¢ | Type Actual MTU | Tx Rx T Pac
R | 4wlani Wireless (Atheros ARS.. 1500 0 bps 0 bps

Huruf R (Running), menandakan wireless telah terkoneksi.

* AP yang terkoneksi akan terdaftar di menu Registration

WiFi Interfaces  WEDG Station  Mstreme Dual  Access List Pegistration |Cnnned List Securty Profiles Channels

[=] [ 7] [00 Reset |

|Radio Name # |MAC Address nteface  |Uptime  |AP  |W.. Last Activit..| Tx/Rx Signal .| Tx Rate  |Rx Rate
SMTCNA CE:ZD-EQ:DFDAEY  Wlani 00:00:06 yes no 1.020 -57/-45 1Mbps 1Mbps
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Konfigurasi WAN — Request DHCP Client (1)

e Walaupun wireless sudah terkoneksi ke AP, router belum dapat akses ke
Internet. Hal ini di karenakan router belum mendapat IP secara otomatis dari
AP.

* Sehingga kita perlu request IP address dari AP melalui menu IP > DHCP >
Client.

Addregses
" Cloud

; “~<i.| DHCP Ciient
4 Routing I " DHCP Relay DHCP Client | DHCP Cliert Options
i System M | DHCE Server \ = = T Release Renew
Q Gueues OMS Interface Use P... |Add D... |IP Address Expires After '
L] Files Firewall !
& Log oot o =T Interface ke WAN (Internet)
A RADIUS |Psec DFRF | Advanced  Status i

= 3 |
% Tools Kid Cortrol e Tace: el - lml Set agar DNS, NTP dan |
Bl Mew Teminal Meighbors 5 !
- _ 9= __» default route otomatis ,
sl = Packing v| llse Peer NTF H k H /
€ Patiion oo —— didapatkan dari server

| Make Supout rif Routes Add Default Routeg |ves .
] Comment e
[ TR Fran /,/
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Konfigurasi WAN — Request DHCP Client (2)

- Pastikan mendapat status bound, menandakan bahwa wlanl sudah
- mendapatkan IP address dari AP

DHCF Client |

DHCP Client | DHCP Client Options

|| = | | % O |T | Release Renew

Interface Use P... |Add D...} IP Address Expires After | Status
oowland o yes . yes | 132.168.100.254/24 00:05:57 bound |

 Pada menu IP Address terdapat dynamic IP address ada wlanl

& = =T

Address Metwork Interface -
o 152.168.88.1/24 152.168.88.0 ether?
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IVerlflkaS| Ping ke Internet melalui Router

= Ping dari Router ke Internet
* New Terminal

[admin@candra] > ping google.com

SEQ HOST SIZE TTL TIME STATUS
0 74.125.68.100 26 40 32ms
1 74.125.68.100 26 40 124ms
2 T4.125.68.100 26 40 207ms
3 T4.125.68.100 26 40 150ms
4 74.125.658.100 a6 40 T7Zms
2 T4.125.68.100 26 40 175ms
e T4.125.68.100 26 40 3Zms
7 T4.125.68.100 26 40 40ms
g 74.125.68.100 26 40 6lms
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| Konflgura3| WAN — NAT

Addresses |
| Cloud ‘.I
i DHCP Client Fiter Fules) MAT | Mangle Raw Service Ports  Co i
DHCP Relay || i lls2 ] (=] [F] (00 Reset Counte:
i Y] zeneral ‘ Advanced Extra Action Advanced Bdra Action | Statistics | ... i
| | Firewall i
g - B (acton [r— |
; . Src. Address: | | - H oy |
5 Chal_n . srcnat Dst. Address: | v . v i
| Out-int : wlanl oot | | 5
| . rotocol: hd _ :
; Action : masquerade To Ports: | I |

arc. Port: | | hd |
i ] Dst. Port: | | hd i
! Any. Port: | | e |
In. Interface: | | hd
Out. Interface:
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ITroubIeshooting

| ‘No |
Can you ping - . Yes Can you ping 0 2 Run "ftool traceroute”, does
Can you ping router's IP L Can you ping ISPs gateway :
vww.google.com from the '_h ] woww.google.com from your —_— - _}. traceroute times out in I5P's
router? address from your PC? pC? from your PC? network?
| Yes | !
No No No T :
1}Hum§F;Tgwa::|dms5- Review PC's IP address and :g:sptr};i:lre;ﬁg | :
g default route configuration. _}, Does the device has src-nat
2)Default route Check ethernet cable configuration on the client (masquarade) configured? Contact your ISP,
configuration; connectivity or “allow-remote-request® . 9 '
3)DNS settings; 2 enabled on the router?
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I NTP (Network Time Protocol)

e NTP digunakan untuk sinkronisasi waktu antar router/server lainnya.

* Kebanyakan RouterBoard tidak memiliki battery untuk clock internal (kecuali
RB230 dan powerpc)

* Terdapat 2 jenis NTP :
* NTP Server (Penyedia)
* NTP Client (Penerima)
* NTP juga bisa diarahkan ke public NTP Server seperti id.pool.ntp.org atau
asia.pool.ntp.org.

Konfigurasinya melalui v/ Enabled

Mode: |unicast

System > SNTP Client Primary NTP Server: [162.159.200.123

Secondary NTP Server: | 162.155.200123

Server DNS Names: |id poo ntp.aorg =

asia pool ntporg =
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I RouterOS Releases

e Iong term : versi yang jarang direlease, versi perbaikan dari Stable.
* stable : release tiap bulan and new features release.

* testing : release tiap minggu, hanya untuk internal testing tidak direkomendasikan
diinstall direal production.

* development : release bila diperlukan. is available for software enthusiasts for testing
new features.

Check For Updates Of x|

Channel- |long term + OK

Installed Version: |stable Download
testin
System > Packages > Check Latest Version  qevaiopment Download&lnstal

For Updates _
What's new in 6.49.8 (2023-May-22 16:07):

1) ipv6 - fixed DNS server processing by IPv6/ND services (CVE-2023-32154);

*) console - updated copyright notice;

*) defconf - fixed invalid default password setting after configuration reset for 60GHz
interface (introduced in v6.49.5);

ID Networkers
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RouterOS Releases

Semantic versioning specification
gsp

Long-Term
Bugfix Only LALZ D Ton /e
A
|
|
I
|
|
|
|
|
Stable |
- CA.Z 5[ AZ . 1an : >
urren |
A I
\\ p)
_____ N gm———
Vi
N
11
Backported to a specific stable or long-termrelease
[
Beta n A.Z n
.ALZ re T
Release Candidate - A.Z beta 1 ..
Development .A.Z alpha 1 |..| "
Alpha
. . . . . q - Dashed arrow shows fix backporting that may or
X Major release numbering A..Z Minorreleasenumbering ——— Solid arrow shows life cycle > e Ve e & gt g s @ MIKIroTIlK

from already newer release
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Upgrade RouterOS

- Upgrade digunakan untuk fix bugs, security update, new feature dil.

* Untuk alasan security Mikrotik menyarankan agar selalu melakukan upgrade
router ke versi terbaru.

* Upgrade harus memperhatikan aturan level dan lisensi yang berlaku.

e Selain itu juga harus memperhatikan kompatibilitas terhadap jenis arsitektur
hardware.

* Upgrade ada 2 cara .
* Upgrade from router (internet required)
* Manual Upgrade
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IUpgrade RouterOS — Upgrade from Router

. N
’ N

.« Pastikan router sudah punya akses internet dan bisa resolve domain.

! \

* Upgrade melalui menu System > Packages

#2 Routing I Disks Package List

History | A Check For Updates Enable Disable Uninstall || Unschedule
Identity

ame Wersio Build Time Scheduled

E [ Files LEDs “ Srouteros-mipsbe 5.446 Oct/24/2015 09:37:41 i
! Lo ) B advancedt.. 6446 Oct /24,2015 093741 |
! || Log License I
| & dhep :
: L RADIUS Loaging S hotspoll i .
i 2 Tools I 'ﬂmpls Channel: flang tem ¥ oK | E
! & New Terminal !
. ew Temina Password =] PRR ctallod Vercion: stable — :
! =4 MetaROUTER Ports g roLting - hesting ;
: - securt] . |developmert i
: ".‘7 Partition Reboat 2 system Latest Version: Download&lnstall i
| | Make Supout rif . S wireles !
: L : Reset Corfiguration What's new in 6.46.8 (2020-Oct 29 829, p |
: & Manual Resources I
[ - . Changes since 6.46.7 |
! 9 New WinBox Routerboard . :
| B Exit ' *)cap - fixed L2MTU path discovery; !
\ e 11 items *) chr - fixed file system quiescing; !
Y - *) crs 3o - fixed IGMP snooping for CRS5312, CR5326-245+20+ and CRS5354 devices; K
' *) creZex - fived switch rules for CRS30% and CR5317 devices (introduced in w&.46.7); K
\\ *) crs 3o - improved system stability on CR5354 devices; J
N *) defconf - fu-:ed default configuration loading on RBmAP-2nD; L
S A mmed  immema. B e LTI L . T e O LT T s Tt 4
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Upgrade RouterOS — Manual Upgrade

. Upgrade Ini di lakukan dengan mengupload beberapa packages ke router.
* Packages bisa didownload di situs mikrotik https://mikrotik.com/download

* Pemilihan paket harus memperhatikan jenis & arsitektur hardware pada
router.

* Disarankan untuk mendownload yang versi Long Term / Stable.
* Untuk manual upgrade bisa melalui beberapa cara sebagai berikut :
* FTP (package harus di upload dibagian root directory).

* Winbox (drag n drop) dari komputer ke winbox menggunakan protocol TCP Port
8291.

* WebFig (upload files from files menu)

s | ID-Networkers
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Main Package

~ e Main Package berisi fitur standard RouterOS (wireless, dhcp, ppp, routing,

etc.)
* Untuk mendownload Main Packages bisa melalui link berikut
www.mikrotik.com/download

® MIKIroTlI K Home  About Buy Jobs  Hardware I Software | Support  Training  Account

RouterOS The Dude  Mobile apps

SOﬁwa e Downloads Changelogs Download archive

RouterOS v6

6.49.10 Stable

6.49.8 Long-term
ARM
Main package = =l
Extra packages
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Extra Packages

"« Berisi fitur-fitur tambahan untuk router (user-manager, gps, ntp, ups, dll)

* Untuk menambahkan extra packages ke dalam router, caranya download

extra packages, kemudian ekstrak dan upload salah satu packages ke dalam
router. Terakhir reboot router

@ MIKIroTl K Home About Buy Jobs Hardware | Software | Support  Training  Account
SOftwa re Downloads Changelogs Download archive RouterOS The Dude  Mobile apps
RouterQS v6 -
6.49.8 Long-term 6.49.10 Stable
ARM
Main package =] =]
Exira packages = =

* Untuk penambahan packages/fitur harus memperhatikan versi OS yang sama
dengan fitur yang nantinya mau kita tambahkan.
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Manual Upgrade RouterOS

"« Check type arsitektur di router.
System > Resources

Architecture Name: |mipsbe |

Board Mame: |h.ﬁ.F‘ |

Version: |6.43.8 (stable) |

Build Time: |Dec/21/2018 07:10:42 |

Factory Software: |E.4'D |

* Download extra packages di situs mikrotik.com/download sesuai type
arsitektur. (misal arsitektur yang digunakan MIPSBE).

6.42.12 (Long-term) 6.44 (Stable) 6.44rc4 (Testing)

CRS1:xx, CRS2xx, DISC, FiberBox, hAF, hAP ag, hAP ac lite, LDF, LHG, RAP mini, mANTBox, mAF, NetBox, NetMetal,
MIPSBE PowerBox, PWR-Line, QRT, RBxx, SXTsq, cA hEX Lite, RB4xx, wAP, BaseBox, DynaDish, RB2011, SXT, OmniTik,
Groove, Metal, Sextant, RBT:xx

Main package =] =] =]
| Extra packages | = - |[§] =]

SMIPS AP mini, AP lite
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I Manual Upgrade RouterOS - Winbox

.+ Ekstrak packages yang tadi di download, dan hasilnya di drag n drop ke

1 \
1 \
l’ ro u te r ikrotik + all_packages-mipsbe-6.44 v @ Search aII_packaglIi“il el SRS R N S A ‘.
1 | 1
! N P
: Name Date modified Type ‘f'QLIIGk st :
H 1 CAPsMAN !
| D advanced-tools-6.44-mipshe.npk 26/02/2019 9:13 MNPEK File {8 Interfaces i
| D calea-6.44-mipsbe.npk 26/02/2019 9:13 MNP File T Wireless 1
1
| D dhcp-6.44-mipsbe.npk 26/02/2019 9:13 MNPK File %2 Bridge |
| | | gps-6.44-mipsbe.npk 26/02/2019 9:13 NPK File . File List !
: D hotspot-6.44-mipsbe.npk 26/02/2019 9:13 MNPK File |
| =5 Switch |
: | | ipv6-6.44-mipsbe.npk 26/02/2019 9:13 NPK File = Creation Time |
; mar ! /22/201916:55:35 | !
! led-6.44- be.npk 26/02/2019 9:13 NPK Fil 1=
| | ] I mipsbe.np /02 - & P . /22/2019 10:48:38 |
i D Ite-6.44-mipsbe.npk 26/02/2019 9:13 MNP File - N /22/2019 10:48:38 [ !
: D mpls-6.44-mipshe.npk 26/02/2019 9:13 MPK File <’ MPL3 Uploading system-6 44-mips... (37541 KiB of 14 3 MiB at 31414 kb) | /22/2019 10:48:38 :
i | | multicast-6.44-mipshe.npk 20/02/ 2010 013 T Fouting ¥ jgi::g lgﬁi |
| | | ntp-6.44-mipsbe.npk 26/02/2019 9:13 NPK File 452 System > /22/2019 13:07:55 |
1 3
. D openflow-6.44-mipsbe.npk 26/02/2019 9:13 MPK File Q GQueues [Dhotspot/hotspot-IDN/hotspot  directory Feb/22/2019 13:07:55 |
| . P . 5 Fies [Ei hotspot /hotspot-IDN/hets... htmil file 23998 Feb/22/2019 13.07:55 1
i | | ppp-6.44-mipsbenpk 26/02/2019 913 LK [l hotspot/hatspot-IDN/hats... html file 8388 Feb/22/2019 13:07:55 !
| | | routing-6.44-mipsbe.npk 26/02/2019 9:13 NPK File |-l Log %hotspotmotspot—lDNmots... et file 36158 Feb/22/2019 13:07:55 :
1 et 07 ) . RADIUS haotspot/hotspot-DM/hats... png file 143KB Feb/22/2015 13:07:55
! || securty-6.44-mipsbe.npk SLUZREETE HPKFle ‘5% [ hatspot /hatspot-IDN/hats... css file 26228 Feb/22/2019 13:07:55 |
! | | system-6.44-mipsbe.npk 26/02/2019 9:13 NPK File A Tools r [E hetspet/hatspot-IDN/hets... html file 2403B  Feb/22/201913:07:55 | | |
| | | trD69-client-6.44-mipsbe.npk 26/02/2019 9:13 NPK File [@ New Teminal =i hetspot /hotspot-IDN/hots... him fie 18138 Feb/22/2013 13:07.55 | + !
| : :
! | | ups-6.44-mipsbe.npk 26/02/2019 9:13 NPK File ¥4 MetaROUTER e e 7B free |
| D user-manager-6.44-mipsbe.npk 26/02/20199:13 MPEK File #2 Partition i
| D wireless-8.44-mipsbe.npk 26/02/2019 9:13 MNP File | J Make Supot rif !
1
In & Manual :
1
1

(8 Mew WinRaw

. * Reboot Router (System > Reboot)
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IManual Upgrade RouterOS - Winbox

.
’

/¢ Check Versi router

Resources

Uptime: |00:19:56

* System > Resources

Free Memory: |40.6 MiB
Total Memory: |64.0 MiB

CPU: [MIPS 24Kc V7.4

—
[

CPU Court: 1 Architecture Name: |mipsbe

Erlis Ler ulLLE Board Mame: |RB951-2n

CPU Load: (1%

I"u"ersjnn: § 44 (stable)

Total HOD Size: |128.0 MiB Build Jhe: |Feb /252015 14:11:04

Sector Writes Since Reboat: |525 Fa SﬂﬁwarE.':

Total Sector Writes: |274 253

Bad Blocks: (0.6 % /

Architecture Name: |mipsbe /
Board Mame: |RBS51-Zn /
Version: |6.44 (stable)

! Build Time: |Feb/25/2013 14:11:04 /

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
1
! Free HDD Space: |598.5 MiB
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

\ Factary Software: ,/
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ITroubIeshootlng Upgrade Router

/e \/ersi masih sama ?

/ \
! \

* Upload diskonek ?
* Packages tidak terinstall ?

Log [=] E3
| Freeze al s
E Mowv/04/2020 13:18:47 memory system, emor can not install usermanager-6.46.7: system-6.46.7 is not - i
i installed, but is required :
i Mov 08,2020 13 0.8/ Memaony system, Info router rebooted i
| Mow /0472020 13:18:50 memory |2p. ppp. info [2tp-can 1: initializing....
i Mov/ 04,2020 13:18:50 memony |2tp, ppp, info |2tp-cxn1: connecting... :
i Mov/04/2020 13:18:531 memory  interface, info br-AF detect LAN |
E Mov/ 04,2020 13:18:51 memony bridge, info "br-AP" mac address changed to B8:69:F4:FC:FF-4E i
I MNov/ 04,2020 13:18:55 memary interface, info local-user link up :
i Mov/04/2020 13:18:55 memony interface, info management link up E
'-\ Mowv/ 04,2020 13:18:56 memony interface, info gther1-MyINET link up (speed 100M, full duplex) |
\ Mowv/ 04,2020 13:18:56 memony interface, info ethers-SWOS link up (speed 100M, full duplex) /
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Management Packages

“ o Fitur-fitur routerOS tergantung dari packages yang di install
* Setiap packages memiliki fitur yang berbeda-beda
System > Packages

T Check For LUpdates Enable Disable Lininstall Linschedule Downgrade Check Installation

Mame Version Build Time Scheduled
& advanced4ools 6446 Oct 2472019 05:37-41
& dhep 6446 Oct 2472019 09:37-41
& hotspot 6446 Oct 2472019 09:37:41
& mukicast 6446 Oct/24/2015 09:37:41
& ntp 6446 Oct/24/2019 09:37:41
S ppp 6446 Oct 2472019 09:37:41
& routing 6446 Oct 2472019 05:37:41
& security 6446 Oct 2472019 09:37:41
& system 6446 Oct 2472019 09:37-41
& wircless 6446 Oct 242019 09:37:41
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Management Packages

Packages Features

advanced-tools Advanced ping tools (flood-ping, ping-speed), netwatch, ip-scan, SMS tools,
Wake-on-LAN

dhcp Dynamic Host Control Protocol client and server

hotspot HotSpot captive portal server for user management

ipv6 IPv6 addressing support

ppp MIPP client, PPP, PPTP, L2TP, PPPoE, ISDN PPP clients and servers

routing Dynamic routing protocols (RIP, BGP, OSPF and routing utilities like BFD, routing
filter)

system Basic roter features like static route, IP Address, sNTP, telnet, API, queue,
firewall, web proxy, DNS cache, TFTP, IP pool, SNMP, EolP, IPIP, VLAN, bridge,
VRRP dll
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Management Packages

Command Description

disable Menjadwalkan package untuk di disable (disable package = disable fitur)
downgrade downgrade versi OS (perlu mengupload RouterQOS old version terlebih dahulu)
enable Menjadwalkan package untuk di enable
uninstall Menjadwalkan untuk menghapus package dari router

(uninstall package = hapus fitur)
unschedule Remove schedule task for the package

Command diatas baru bisa dijalankan oleh router, setelah kita melakukan reboot/restart router
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Management Packages

\
\
o

"+ Perhatikan list menu yang ada di winbox

Buka System Packages
Disable MPLS Package
Enable IPv6 Package

Reboot router

Check list menu yang ada di Winbox kembali.
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Downgrade

7 e Downgrade dilakukan apabila hardware kurang mendukung terhadap versi\\‘
baru atau terdapat bug pada versi aktifnya.

* Downgrade harus memperhatikan kompatibilitas terhadap jenis arsitektur
hardware.

* Untuk mendownload packages versi lama bisa melalui menu Download
archive

S.D.ﬂ:ware Downloads Changelogs Download archive RouterOS The Dude  Mobile app

Long-term release tree

Release 6.46.8 2020-11-02
= routeros-x86-6.46.8.npk =86
] all_packages-x86-5.46.8.zip X236
9 mikrotik-6.46.8.iso =86
(3] netinstall-6.46.8 zip x5
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/~ + Downgrade from router

3

()

Downgrade

* System Packages > Check for Updates
* Pilih channel yang berbeda (bug-fix only/Long term) / versi lebih lama.
* Klik download & Install

* Manual Downgrade

* Download packages versi sebelumnya dari web
https://mikrotik.com/download/archive

* Ekstrak kemudian upload ke dalam router
* Masuk ke system Packages

“. ¢ Klik downgrade
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RouterOS Login Management

"« RouterOS Login Management digunakan untuk mengatur siapa saja yang
diijinkan masuk kedalam router (Console, Serial terminal, Telnet, SSH,
WebFig, Winbox.

* Untuk mengatur dan mambuat siapa saja yang boleh masuk ke dalam router
terdapat 2 option : lokal database dan RADIUS server.

* Manajemen user dilakukan dengan:

* GROUP — profile pengelompokan user, menentukan previlage yang bisa
diperoleh suatu user

* USER — merupakan login (username & password dari suatu user)
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RouterOS Login Management - User

S By default mikrotik menggunakan user admin tanpa password untuk login.

* Selain itu kita bisa membuat user baru dan memberikan hak akses yang
berbeda terhadap user tersebut.

* Dapat juga melakukan pembatasan berdasarkan IP address yang

Users | Groups  S5H Keys  SSH Private Keys | Active Users

b= v O T AAA
Mame Group  |Allowed Address
.o Network Monitoring Center
£.NoCT wiite Name: [NOCT
£ NOC2 write : .
A NOC3 write Group: |write ¥
0 T Support . N
A& SUPPORT1 read Allowed Address: | 1921 EE.BE—.'I[H =
ASUPPORT2 read Err s
o Leweld
& admin full
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RouterOS Login Management - Group

* Group digunakan untuk memberikan hak akses terhadap user.

* By default terdapat 3 Group di mikrotik : full, write dan read.
Group <read>

Name: | DK Name: oK Name: |y Ik
Policies: |+ local v| telnet Cancel Policies: [+ local | telnet Cancel Policies: [+ local v telnet Cancel
v s3h v fip Aoy v ssh ftp | ash ftp
| reboot v read v| reboot 7| read Apply v reboaot v read Apply
v write v p:_:lll':‘,' Comment il policy c - v write policy Comment
v test v winbox 7 test v winbox omme | test v| winbox
W pa_sswurd L web” Copy v| password [v| web Copy | password |v| weh Copy
v Em.ﬁ v sensitive Remove | aniff | sensitive v| sniff | sensitive R
| api v r!:amnn 7| api v romon Remove v api v| roman EMOVE
v dude v tikapp dude v| tikapp dude v tikapp
Skin: |default * Skin: |defaut ¥ Skin: |defaul +
System System System

* kita juga bisa membuat custom group baru sesuai dengan aturan yang kita
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I User Login Management

/"« Buatlah sebuah user dengan nama “Tojeh”

! \

* Berikan privilege agar user tersebut hanya bisa melakukan reboot via
winbox.

Users Groups | 55H Keys S5H Private Keys = Active Users

k|l= a T Users | Groups SS5H Keys S5SH Private Keys  Active Users
Folicies + =] ? Ao
local telnet ssh fip reboot read write policy test winbox pass

local telnet ssh reboot read test winbox password web sniff MName

Group  |Allowed Address Last Logged In
local telnet ssh reboot read write test winbox password web -+ Network :

B wiite

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

MNew Graun i MC
& NOC2
Mame: | TUKANG-REBOOT & NOC3
Falicies: || local telnet Cancel . IT Support B TKANG-REBOOT
- [fp £ SUPPORTY
[reboot | [read Aeply A SUPPORTZ | Allowed Address: -
write policy 5o Levell
‘\\ test w[iwinbox D & admin Last Logged In: ,
\ password web Copy /I
AN sniff sensitive .
Titame (1 salartad i S Remove |
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IActive Users

/» Untuk melihat sesi user yang sedang melakukan koneksi ke Router

1 \

e Cara checknya melalui menu System > Users > Active Users

; \
: |
i 1
H 1
| 1
: i :
| ;
: I " Auto Upgrade i
: ¥ Queues Certificates :
| | Files Clock :
: | Log Console :
| M raDIUS Disks |
1
! }é Tools » History :
! || New Terminal Identity User List E ﬂ i
| P4 MetaROUTER LED i |
| P ) i Users Groups SSHKeys SSH Private Keys Active Users |
| ¥ Partition License !
i | 4 Make Supout.rif Logging ? :
1
! G Manual Packages Name At From Via Group v i
1 i 1
: e & admin Nov/04/2020 18:47:15 192.168.98.12 winbox full !
! Bt Bois 1 candra Nov/04/2020 18:55:39 152.168.98.12 ssh full |
! fieboct f; tojeh Nov/04/2020 18:55:11 152.168.98.12 web read !
1 Reset Configuration :
1
: Resources :
: Routerboard :
: SNTP Client :
: Scheduler :
: Scripts "
1
\\ Shutdown I’
' Special Login /II
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IP Services

“« |P services merupakan berbagail cara untuk masuk/login kedalam RouterOS

* Dapat juga digunakan untuk membatasi user untuk login dari salah satu
service dengan cara mematikan atau merubah nilai port pada service tersebut.

=l|E
v (% T
Mame Port Awvailable From Certificate -
@ api avz2a
@ api-gs| a725 none
@ ftp 21
@ ssh 22
@ telnet 23 S
@ winbox 8291 SELFCE
; @ www E‘? Mame: |ssh oK
Port: E Cancel
Available From: = Apply

enabled
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IP Services

\
(] \

Disable semua service kecuali SSH dan Winbox.
Rubah port SSH menjadi 9022 dan winbox menjadi 3000.
Login kembali ke router menggunakan default port.

Login kembali ke router menggunakan port yang sudah di rubah.
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Backup dan Restore

- Konfigurasi di router bisa di simpan, kemudian bisa digunakan juga di
kemudian hari.

* Di Mikrotik terdapat 2 jenis Backup

* Binary File (.backup) — restoring config on same router
* Tidak dapat dibaca text editor
* membackup semua konfigurasi router
* create return point (kembali seperti semula)

* Script File (.rsc) — moving config and restoring to another router
* Berupa script, dapat dibaca oleh text editor
* dapat membackup sebagian konfigurasi router

* dapat digunakan untuk menambahkan konfig baru atau script terbaru pada
mikrotik
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Backup dan Restore — Binary File

S Backup file dapat dibuat melalui menu Files

* Backup file adalah binary, secara default terkenkripsi dengan user password.

* Berisi seluruh konfigurasi yang terdapat pada router (termasuk username dan

password)
File List
= 2 | Backup Restore
File Name Type
[Dflash dis

Creation Time
Jan/01/1570 07:00.05

Tombol backup digunakan untuk membackup konfigurasi pada Mikrotik.
Tombol restore digunakan untuk mengembalikan konfigurasi.

J
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Backup dan Restore — Binary File

e By default ketika membackup tanpa mengisi parameter name, maka secara
otomatis router akan menggunakan format sebagai berikut:

HOSTNAME-[tahun][bulan][tanggal]-[jam][menit]

File List Ol x|
= 2| | Backup Restore Upload...

File Name Type Size Creation Time -
Jan/01/1570 07-00:05

* Waktu dan tanggal akan menyesuaikan saat kita melakukan backup.

e Selain itu juga dapat mengcustom nama file backup dan manambahkan
password yang dapat digunakan ketika akan merestore.
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Backup dan Restore — Script File

"« File export ( .rsc) merupakan salah satu jenis file backup yang berupa script.
* File export menggunakan type Plain Text (dapat di edit).
* Berisi beberapa konfigurasi yang ada pada router.
* Script tidak akan membackup settingan username dan password router.
* Dapat juga membackup sebagian konfigurasi yang ada pada router.
* Untuk membuat File export harus menggunakan terminal/CLI.
* Konfigurasi dapat dipindahkan ke Router BOARD yang berbeda.
* Restore harus menggunakan perintah ‘/import’

@
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Backup dan Restore — Script File

- Backup dan restore dengan menggunakan mode script dilakukan dengan
perintah :

* EXPORT, akan menyimpan konfigurasi dengan bentuk script yang dapat di
olah.

* IMPORT, akan menjalankan perintah yang terdapat dalam script.

* Perintah Export

[admin@candra] > export file-backup-all

* Export sebagian config (IP Address)

[admin@candra] > /ip address export file-cuma-ip

s | ID-Networkers
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Backup dan Restore — Script File

\
[ ) \

Import digunakan untuk mengembalikan konfigurasi yang sudah di export
Perintah import hanya tersedia di menu root (/).

Bila konfigurasi yang sebelumnya sudah ada, maka tidak bisa di import
kembali

Perintah Import

[admin@candra] > import file-name-backup-all.rsc

s | ID-Networkers
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I Backup dan Restore

’

/¢ File Binnary dan Script dapat disimpan kedalam komputer/laptop
menggunakan WinBox (drag & drop), FTP atau melalui WebFig.

* Tidak direcomendasikan menyimpan file backup hanya pada router.

)| (#| | Safe Mode | Session: 192.168.98.1

ments > backup router candra

1 \
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
1
. : !
I _ A& Quick Set File List r |
1 : =
! NEL Date modified Type L. CAPsMAN = |7 |B [ | Backup | Restore | Upload... |
1
! I Interfaces ; : ion Ti
. B mtcna-candra.backup 04/11/2020 19:39 BACKUP File hilclhiame ES Bize Siestonjling |
: _ . Wireless [Z] flash/hotspot/radvert htmi -htm file 1509 B Feb/02/2020 11:14:58 |
i B mtcna-scriptanov2020.rsc 04/11/2020 19:39 RSC File Bridge E) flash/hotspotiredirecthtml _himl file 318 B Feb/02/2020 11:14:58 !
: [E| flash/hotspot/riogin.html -html file 850 B Feb/02/2020 11:14:58 !
1
: AP [Z) flash/hotspot/status.html .htm file 3009 B Feb/02/2020 11:14:58 1
| - Switch [0 flash/hotspot/xml directory Feb/02/2020 11:14:58 :
: > Mesh [Z) flash/hotspot/xmI/WISPAC... .xsd file 4251 B Feb/02/2020 11:14:58 :
: P - E| flash/hotspot/xml/alogin.ht... htm file 821 B Feb/02/2020 11:14:58 1
1 — [Z) flash/hotspot/xml/error.html _html file 416 B Feb/02/2020 11:14:59 :
! MPLS ! [ flashhotspot’xmifiogout.... html file 361 B Feb/02/2020 11:14:59 !
: Routing [4 [2] flash/hotspot/xml/login.html _html file 787 B Feb/02/2020 11:14:59 1
1 System I [5] flash/hotspot'xml/logout h... .html file 359 B Feb/02/2020 11:14:59 :
: [Z] flash/hotspot/xmlirlogin.ht... .html file 530 B Feb/02/2020 11:14:59 :
: [0 flash/pub directory Jan/02/1970 07:47:31 1
! fashisking ditectory Jan/01/1970 07.00.06 |
: \ |=] mtcna-candra.backup backup 129.8 KiB Nov/04/2020 19:39:27 :
H — : b 0.
B RADIUS [Z] mtcna-scriptdnov2020.rsc script 9.6 KiB Nov/04/2020 19:39:13 :
1 L] [ |
! . Tools I3 P P 5
\ 34 items (2 selected) 12.7 MiB of 16.0 MiB used 20% free "
' @ New Terminal
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Backup dan Restore

T Backup konfigurasi menggunakan binary (backup) dan script (export).
* Pindah kedua file tersebut ke leptop.
* Buka menggunakan text editor.

* Manakah dari kedua file tersebut yang bisa di edit (konfigurasi bisa dibaca
melalui text editor).

@
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Reset Konfigurasi

"« Reset konfigurasi digunakan untuk mengembalikan setting ke default/settingan
pabrik. \

* Reset Konfigurasi Mikrotik di perlukan jika:
* Lupa username atau password ketika akan login
* Perlu menata dari nol, konfigurasi yang sudah komplek

* Reset Konfigurasi dapat dilakukan dengan cara:
* Hard Reset (reset secara fisik).
* Soft Reset (reset secara software).
* Install Ulang.
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Reset Konfigurasi — Hard Reset

Reset dengan menjumper atau menggunakan tombol fisik yang ada dibagian
belakang router

pr HIH’HH”

FHTHTIT

—
p—
—
e
—
—
—
e
—
——
—
T—
T—
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Reset Konfigurasi — Hard Reset

- Fungsi lain tombol reset pada router :

* Load backup RouterBOOT loader
Reset konfigurasi router
Enable mode CAPs (Controlled AP)
Memulai mode Netinstall

Selengkapnya bisa dilinat di wiki mikrotik — reset button
https://wiki.mikrotik.com/wiki/Manual:Reset#Using reset button
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https://wiki.mikrotik.com/wiki/Manual:Reset#Using_reset_button

Reset Konfigurasi — Soft Reset

T Soft reset, reset by software (bila masih bisa akses ke Mikrotik)

System > Reset Configuraton sy B £

i Keep User Configuration : Reset Configuration
CAPS Mode

Mo Default Configuration
Do Mot Backup

Cancel

Fun After Reset: hd

Keep User Configuration, reset semua konfigurasi kecuali user dan password.
CAPS Mode, setting mode CAPs (mode AP yang dimanage oleh CAPsMAN).
No Default Configuration, menghapus semua settingan yang ada di router.
Do Not Backup, ketika di reset RouterOS tidak akan melakukan backup file.

*) Apabila semua parameter tidak di pilih maka router akan kembali ke factory default
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Reset Konfigurasi — Install Ulang

"« Mikrotik dapat di install ulang layaknya system operasi lain.
* Install ulang dapat mengembalikan mikrotik ke posisi awal/default
* Disarankan ketika install ulang harus menggunakan aplikasi Netinstall.

= MikraTik Netinstall for RouterOS v6.46.7 — X
Routers/Drives
Label MAC address / Media | Status Software |1D: Help
=JEN Removable media Ready Key: |
-
IP address: / l_
Flazhfig
Gateway:
Baud rate: I r
Make floppy | Net booting | | | [ | J
Packages
Sets: | =l | |
From: [E:\Users\ceislam\Downlaads Browse. .. | |
Name Wersion Description
&, routeros-mipsbe  6.45.9 RouterDS for mipsbe RouterBOARDs, includes all supported features
& routeros-smips ~ 6.46.7 Router0S for small mips RouterBDARD s, includes all supported features
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Netinstall

"« Software yang di sediakan oleh Mikrotik untuk install ulang RouterQOS.
* Netinstall dapat di download di situs resmi Mikrotik.

* PC/Komputer yang menjalankan netinstall harus terhubung langsung dengan
router melalui UTP atau LAN dan harus menggunakan etherl (kecuali CCR
dan RB1xxx harus menggunakan port terakhir)

W /NN NN/ NN/ NN/ NN/ NN

ETH T

ETH 12
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Install Ulang — Netinstall (1)

"« Buat topologi seperti berikut:

o s et e

.:3:\
Etherl
192.168.88.1

192.168.88.2/24

* Pastikan router terkoneksi ke leptop (boot server) menggunakan etherl.
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I Install Ulang — Netinstall (2)

. Download beberapa tool yang perlu dipersiapkan untuk install ulang router.

* Netinstall

6.42 12 (Long-term)

6.44 (Stable)

6.44rc4 (Testing)

RouterOS

* Main packages (type arsitektur di sesuaikan)
RouterQOS

6.42.12 (Long-term) 6.4 (Stable) 6.44rc4 (Testing)

CRS1xx, CRS2xx, DISC, FiberBox, hAP, hAP ac, hAP ac litp, LDF, LHG, KAP mini, mANTBox, mAF, NetBox, NetMetal, PowerBox, PWR-Line, QRT, |

MIPSBE Lite, RB4xx, wAP, BaseBox, DynaDish, RB2011, SXT, Omrif ik, Groove. Metal, Sextant, RE7xx

Main package = . =
Extra packages = = =
SMIPS hAP mini, hAP lite

Main package = = =

ID Networkers
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Install Ulang — Netinstall (3)

’/0 Disable beberapa security di windows :
* Windows defender off
* Windows firewall off
* Antivirus off
* Adapter Virtual off

"
o

/

Ether1
192.168.88.1
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I Install Ulang — Netinstall (4)

/e Jalankan Netinstall |

M MikroTik Metinstall for RouterQS -:'——J S — > IP ROUterOS
Routers/Drives

A
Label MAC addrezs / Media | Status Software 10 Help

=aE:\ Hard disk Ready Key: | - — —
- M Metwork Booting Settings -

] 1
1 1
i 1
| 1
i 1
i 1
| 1
| |
| 1
| 1
| 1
i 1
i 1
| 1
| |
| i
| |P address: 4 There you can set parameters for FE [Pre-boot execifion E rwironiment] !
| Flashfig and Etherboat server that can boot pour router oder netwark, '
! G ateway: |
1

i Baud rate: r [v Boot Server enabled !
1

1 f L L r L i
| Make loppy | Met boating | I T f ] Client IP addressf |192.168.88.1 E
| |
| 1
| 1
| 1
| 1
| 1
| 1
| |
| 1
| 1
| 1
| 1
| 1
| 1
| |
| 1
| 1
i 1
\ 1
1

A 4

Packages Ok, Cancel
Sets: | J | |

From: |E: W zerghcandramiladhD ownloads Browsze.

M armne Yersion Description
&, routeros-mipsbe .44 Fh:nulerpDS for mipsbe RouterB0ARD 2, includes all wpmrhadfeatures\b Arah kan ke fOIder dlmana mal n
paket (.npk) routerOS tersimpan di

| | laptop.

. Loaded 1 package(s) | ’
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I Install Ulang — Netinstall (5)

g . Settlng Router, supaya ketika device booting akan memilih ethernet dulu
(etherboot)

System > Routerboard > Setting

[LLTRl | Identity
<7 MPLS M LeD
<7 OpenFlow LEDs

(O[]
Routerboard oK

Model: |951-2n
[t ]
[ Settings | |

¥ License

|%£.? System " Logging

Serial Number: | 40D0020150F 1

Cluaues NTP Client Firmware Type: |ar933ﬂ Settings
[ Files NTF Server Factory Fimmware: |3 o7 /f | [ | Auto Upgrade ITI
L) Leg Packages Cumrent Firmware: |3 111/ Boot Device: ry ethemet-oncethenmand | ¥ Cancel
e\ i —
B o T b Boot Protocaol: |bnnt|:: || + |
- st Corfiguraton Reformat Hold Button: |00:00:20 |

["] Force Backup Booter
[] Silent Boot
[ Protected Routerboot

=4 MetaROUTER Rezources
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I Install Ulang — Netinstall (6)

* Setelah device di reboot, pastikan terdeteksi 1 device mikrotik di netinstall
* KiIik install, untuk memulai installasi

_ - - -

B Mikro letinstall for Router(0S wb.44 —
1 Routerz/Drives

Label MALC address / Media | Status Saftware |D: | 284P-ECTC Help

=15, Hard dist Beady K.e <uze previous key: [DLRG Browsze. ..
i @HEHEPEH D4:CaeD:01:3E:72 Feady | Q i

| Keep old configuration Get key... | |

i | .

| L addreszz; | d I_

| Flazhfig
| Gateway: |

i STlected1 package(z)

Baud rate: | ﬂ | Apply default config
h ake floppy | Met boating | Inztall I Cancel | [ Configure script: | J
Packages
St |F'reviu:|uslr'|3tall ﬂ | Delete zet |
i;m: |E:"-.Llsers:"-.;pd€milad'\[lnwnluads Browsze. .. | Select all | Select nu:une|
\ Aarne Yersion D escription /
roferos-mipshe 644 Routerd5 for mipzbe RouterBDARD 2, includes all supported features /l
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Troubleshooting — Install Ulang

- RouterBOARD tidak terbaca di Netinstall.
* Packages List tidak bisa dipilih (dicentang).
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Lisensi Mikrotik

’/0 Ketika membeli semua type RouterBOARD sudah include lisensi didalamnya.
* Lisensi melakat pada media penyimpanan (NAND).
* Lisensi menentukan fitur-fitur yang dimiliki oleh setiap router.
* Lisensi terdiri dari level 0-6
* Level lisensi juga menentukan Batasan upgrade packet.
* Lisensi akan hilang jika di uninstall menggunakan software non mikrotik.

e Khusus untuk x86 harus membeli license di mikrotik.com atau bisa melalui
distributor.
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I Level Lisensi - RouterOS

0 Trial Mode 24h trial

1 Free Demo Limited RouterOS features

3 CPE Wireless client (station), wireless bridge (AP PTP)
4 AP Wireless AP : WISP, HOME, Office

5 ISP Support more tunnels than L4

6 Controller Unlimited RouterOS features

ID Networkers
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I Level Lisensi - RouterOS

/ Level number 0 (Trial mode) ' 1 (Free Demo) 3 (WISP CPE) 4 (WISP) 5 (WISP) | 6 (Controller)
I,’I Price no keye? registration required# | do not sell $45 $95 $250 \\‘
i' Initial Config Support - - - 15days |30days |30 days E
i Wireless AP 24h trial - - yes yes yes E
i Wireless Client and Bridge 24h trial - yes yes yes yes i
i RIP, OSPF, BGP protocols 24h trial - yes(*) yes yes yes :
i EolP tunnels 24h trial 1 unlimited unlimited | unlimited | unlimited i
i PPPoOE tunnels 24h trial 1 200 200 500 unlimited i
i PPTP tunnels 24h trial 1 200 200 500 unlimited i
E L2TP tunnels 24h trial 1 200 200 500 unlimited i
i OVPN tunnels 24h trial 1 200 200 unlimited | unlimited i
i VLAN interfaces 24h trial 1 unlimited unlimited | unlimited | unlimited i
i HotSpot active users 24h trial 1 1 200 500 unlimited ;
i RADIUS client 24h trial - yes yes yes yes i
i Queues 24h trial 1 unlimited unlimited | unlimited | unlimited ;
i Web proxy 24h trial - yes yes yes yes E
\\ User manager active sessions | 24h trial 1 10 20 50 Unlimited /'l

Number of KVM guests none 1 Unlimited Unlimited | Unlimited | Unlimited

ID-Networkers
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ILeveI Lisensi - CHR (Cloud Hosted Router)

Free 1 Mbit FREE

Pl 1 Gbit $ 45
P10 10 Ghit $ 95
P-Unlimited Unlimited $ 250

J
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I DHCP (Dynamic Host Configuration Protocol)

"« DHCP merupakan service yang digunakan untuk mempermudah distribusi IP \
address dalam suatu jaringan.

* DHCP running dalam satu broadcast domain (satu jaringan)

* Terdapat 3 type DHCP :
* DHCP Server : sebagai penyedia layanan DHCP ke client
* DHCP Client : sebagai penerima layanan DHCP dari server
* DHCP Relay : penghubung layanan DHCP Server ke Client

s | ID-Networkers
Indonesian IT Expert Factory



DHCP Server dan DHCP Client

~«  DHCP Server: penyedia layanan pool IP
* DHCP Client : penerima layanan IP dari DHCP Server

DHCP Server
192.168.88.1/24

DHCP Client

192.168.88.X/24 (DHCP) Pool IP 192.168.88.2 — 192.168.88.254

.8. ID-Networkers
Indonesian IT Expert Factory
()



DHCP Server dan DHCP Client

0 * DHCP Server
’ B ie===0 Pool IP 192.168.88.0/24
----- 10.10.10.1/30 |
' 10.70.10.2/30 |
S 92.168.88.1/24 |DHCP Relay
\0:0:§:.
DHCP Client
192.168.88.x/24

« DHCP Relay memanfaatkan DHCP server yang terpusat di router lain
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I DHCP Process — D.O.R.A

(1) Discover (Broadcast : server dimana ya?)

L

(2) Offer (Unicast : aku punya address a.b.c.d mau engga?) [ A
4 - -

(3) Request (Broadcast : mau, minta address lengkapnya dong)

4

o

Q)

)

%
v

¢
’0

- (4) Ack (Unicast : OK, silahkan) DHCP Server

DHCP Client

ID-Networkers
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“ '« DHCP Client digunakan untuk melakukan request address secara otomatis
ke penyedia (server).

* Parameter yang didapat ketika request DHCP Client :
* |P Address
* Subnet mask
* Default gateway
* DNS Server, dan informasi tambahan lain.

* Mikrotik SOHO router by default mempunyai settingan DHCP client pada
Interface etherl (WAN).
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’
4
’

’
’

.

D

-
.

HCP Client

IP > DHCP Client

DHCP Client | DHCP Client Options

ID-Networkers
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Indo

(= (¢ | O |T | Release Renew
Interface Use P... |Add D... |IP Address Expires After | Status
ether1-INET yes yes 152.168.5.22 .. 16:19:40 bound
®|E3}| DHCP Client <sther1-INET>
DHCF | Advanced Status 0K DHCP  Advanced Status
Imteface: |etherl-INET ¥ Cancel IP Address: |152.168.5 226/24
v| Use Peer DNS Apply Gateway: |192.168.5.1
Gl DHCP Server: |192.168.5.1
Dizable
Add Default Route: |ves ¥ Expires After: |16:15:40
Comment
Copy Primary DNS: | 192 168 5.1
Remave Secondary DNS5:
Release Frimary NTP:
Renew Secondary NTFP:

[=]|E3

0K

Cancel

Apply

Disable

Comment

Copy

Remove

Release

Renew




DHCP Client — Use Peer DNS

e By default DHCP client juga akan meminta IP DNS Server. Ketika Use Peer DNS

enable
DHCF | Advanced Status
Servers: |3.8.8.8 —
Interface: |etherl-INET + >
Eieans] | Dynamic Servers: [192.168.5.1 |
vl Use Peer NTP v Allow Remote Requests
. . Max LIDP Packet Size: 4096
 Walaupun dapat juga DNS kita

. e Query Server Timeout: |Z2.000 g

definisikan secara manual.
Query Total Timeout: |10.000 5

Max. Concument Gueries: |100
Max. Concument TCP Sessions: |20

donesian IT Expert Factory

.8. ID-Networkers



"« Secara otomatis akan memberikan alokasi range IP ke host yang merequest |
IP.

* Sebelum setting DHCP server, pastikan interface tersebut sudah tersetting IP
Address.

* Untuk mengkonfigurasikan DHCP server gunakan perintah “DHCP Setup”
pada menu IP > DHCP-Server.
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DHCP Server (1)

Setting DHCP server pada router, sehingga laptop dapat IP secara otomatis
melalui router

R

DHCP Server
192.168.88.1/24

DHCP Client

192.168.88.X/24 (DHCP) Pool IP 192.168.88.2 — 192.168.88.254
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I DHCP Server (2)

& 1P " ARP
i I Accounting i
i 4% Mquting I Addresses i
i {55 Syst M Cloud DHCF | Metworks Leases Options  Option Sets = Alerts i
& Gueues DHCP Client || DHCP Setup |
[ Files DHCP Relay Relay  |Lease Time
| i too I |
A Radius ONS
i ﬁ Tools " Firewal i
i | New Teminal Hotspot i
i | = Make Supout rf |Psec i
& Manual Neighbors
Y P IT O = /II

ID Networkers

onesian IT Expert




I DHCP Server (3)

:' DHCF Setup JHCP Se DHCP Setup

! qateway for give |
DHCP Server Interface: [E=< RN + | # DHCP Address Space: |[EE #’zatewarfur DHCP Network: |EPREETR '
| Back Next Cancel Back Neat Cancel Bk Nod Cancel |

DHCP Setup
! Select lease time

DHCP Setup DHCP Setup

Select DN35 servers [
|« Addresses to Give Out:

i Lease Time: |{H]:11]:'IIH |
| DNS Servers: |8.8.3.8
! Back Next Cancel Back Next Cancel

i " back || Nex || Cancdl | | |
|

* Lakukan verifikasi dari laptop masing-masing dan pastikan mendapatkan IP
- secara otomatis.
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DHCP Server - Setup Wizard

"« DHCP setup wizard secara otomatis akan membuatkan beberpa parameter

seperti : =
* Dynamic IP pool + =]gh ¢
. Address Metworl Interface I -
* DHCP server setting 25192 168.88.1/24 192168880  etherd
6857 J168.97. wlan1
* DHCP Network Elx]
Pools | Used Addresses
= =T
Mame Addresses Mext Pool -
rdhcp_pooll 152.168.88 2-192 168 .38 204 none
DHCP Server [=] E3
DHCF | Metworks Leases Options Option Sets  Alerts
L 3 T DHCP Corfig DHCP Setup
| Mame Interface Relay Lease Time Address Poal I:dd ARP For Leases b
| dhecp2 etherd 00:10:00 dhcp_pooll e
"""""""""""""""""""""""" 1item

J
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DHCP Server - Setup Wizard

"« DHCP setup wizard secara otomatis akan membuatkan beberpa parameter
seperti :

* Dynamic IP pool
DHCP MNetworks | |eases Options Option Sets  Alerts
* DHCP server setting += =l [T
+ DHCP Network e ——————
DHCP Metwork <192.168.88.0/24>
1 item (1 selected) Address: m
Gateway: [192.168.88.1 =
Netmask : e
Mo DNS
DNS Servers: |8.8.2.8 =
Domain: e
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DHCP Leases

Untuk melihat list client yang mendapatkan IP DHCP secara otomatis bisa
melalui menu IP > DHCP Server > Leases.

DHCP Server [=] E3
DHCP Metworks Leases Options Option Sets  Alerts
g | = 1| || | Check Status

Address MALC Address Client D Server Active Address |Active MAC Addre .. | Active Hos...| Expires After Status |
D 192.168.88.254 70:5A.0F09:06:71 1:70:5af9.d6:/1  dhcp2 152.168.88 2564 70:5A:0F09:06:71 DESKTOP... 00:09:35 bound
L L
1item (1 selected)
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DHCP Static

e Dapat memungkinan untuk memberikan alamat IP address yang sama pada
device yang sama berdasarkan MAC Address.

* DHCP Server dapat di gunakan tanpa Dynamic IP pool dan hanya
menetapkan alamat yang telah dikonfigurasikan.

DHCP Networks Leases | Options Option Sets  Alerts
$+ = 1 || | Check Status IP > DHCP Server > Leases

Address MALC Address Client 1D Server
152163 88 254 70:5A0F05:D6: 71 1:70:5af5d6:71  dhepd

DHCP Lease <132.163.88.254,192.163.88.254>

General | Active oK
Address: |192 168 88 254 Copy
MAC Address: | 70:5A:0F:05:D6:71 . . . .
ot 1. 0ESTS e Remove Merubah dynamic entries menjadi
ie : [1:70:5af:9:.d6: .
static
Server: |dhcp2 —IChe::I-: Siatus
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-

Buat static leases untuk laptop.
Rubah IP address leases untuk laptop menjadi 192.168.88.123.
Renew IP address di laptop.

Check kembali IP address di laptop
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7« Address Resolution Protocol.

* Digunakan untuk mapping IP address (Layer 3) dengan MAC address
(Layer 2).

* Untuk menghubungkan kedua device informasi ARP keduanya harus saling
memiliki.

* ARP bekerja secara dynamic (otomatis).

* Semua interface memancarkan ARP (enable).

* Dapat juga dikonfigurasikan secara manual (Static ARP).
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ARP Table

"« Berisi informasi mengenai IP address, MAC address dan interface yang
terkoneksi ke router.

IP > ARP
ARP List
oF = | T
|IP Address MALC Address Interface
DC =1 10.10.10.254 C0:87.:EB:68:5F-09 wlan2
DC 1152 16888 254  70:5A:0F:09:D&: 71 etherd
DC E1152.168.97 1 B8.65:F4:.B2:.22.C7 wlan 1
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| ARP Modes

; _ Interfaces
~ ¢ Disabl ‘
isable \\
! \\
! \
:' ° E n ab I e Interface  Interface List FEthernet FolP Tunnel IP Tunnel GRE Tunnel VIAN VRRP Bonding LTE ‘:
| + - « (% | |0 T | DetectiIntemet !
! 1
| Name Type Actual MTU L2 MTU  Tx Rx T !
| o P rOxy AR P R Ethernet 1500 1598 4581 Kbps 27.8 Mbps :
| Ethernet 1500 1598 0bps 0 bps !
| . Ethernet 1500 1598 0 bps !
- * Reply Only / Stat : |
1

! e n aliC R 222.6 kbps i
| X Ethernet Loop Protect Overall Stats Rx Stats ‘ 0K ‘ 0 bps !
! A R ¢ wianT 453.8 kbps I
i ¢ L 0 C aI P roxy R P Name: |ether2 ‘ Cancel ‘ !
1
i Type: |Ethernet ‘ Apply ‘ !
1

1 -
: S 1500 ‘ Disable | |
1
i Actual MTU: | 1500 | R | !
1
i L2 MTU: | 1598 | Tl | !
! Max L2 MTU- |2028 ‘ ‘ |
Cable Test !
i AC Address: 48:8F-5A'DD:37:87 = |
! = Blink | :
| 7 items (1 selectef ARP: |enabled ¥ ‘ B
: Reset MAC Address !
: ARP Tijeout: isabled !
| Reset Counters ‘ I
I local-proxy-arp !
! proxy-arp i
1 reply-only |
! 1

ID-Networkers
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IARP Mode - Disable

Hay kenalan dong

192.168.100.1/24

aa:bb:cc:11:22:33
192.168.100.2/24

dd:ee:ff:12:34:56

Etherl
arp=Disabled

ARP request from client not answered by the router.

Therefore, static arp entry must be added to the client as well

Adding Static ARP entry via CMD (Command Prompt)

[e4.] Administrator: Command Prompt

Microsoft Windows [Version 10.8.19644.1889]
(c) Microsoft Corporation. All rights reserved.

:\Windows\system32>arp -s 192.168.1@0.1 aa-bb-cc-11-22-33

etworkers
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IARP Mode - Enable

Siyapp, aku 192.168.100.2 Hay kenalan d
rumahku dd:ee:ff:12:23:56 dy kenalan dong kuy, namaku 192.168.100.1 tempat
tinggalku aa:bb:cc:11:22:33, kamu siapa?

192.168.100.1/24
aa:bb:cc:11:22:33

192.168.100.2/24 NS

dd:ee:ff:12:34:56 e : W ‘
= I Etherl

arp=enable

ARP table windows
C:\Users\ceislam>arp -a . . . . . .
This mode is enabled by default on all interface. ARPs will be discovered automatically
Interface: 192.168.100.2--- ©x8 and new dynamic entries will be addredd to ARP table

Internet Address Physical Address Type

192.168.160.1 aa-bb-cc-11-22-33 dynamic

ARP table mikrotik (IP > ARP)

ARP List =l E3
\ + 7
\\ IP Address MAC Address Interface b ,’I
DC = ARP terdaftar secara dynamic = pC ™ 192.168.100.2 DD-EE-FF-12:23:56 ether

ID-Networkers
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IARP Mode - Reply Only / Static

Hay kenalan dong OK, aku 192.168.100.1 )
rumahku aa:bb:cc:11:22:33

192.168.100.1/24

PN . aabbicc:11:22:33
0.’.:
192.168.100.2/24 NS
dd:ee:ff:12:34:56 ay i Etherl

arp=reply only

ARP table windows
C:\Users\ceislam>arp -a

Router only replies to ARP request, for communicate neighbour should be listed

Interface: 192.168.100.2--- ©x8 staticly on ARP table
Internet Address Physical Address Type
192.168.160.1 aa-bb-cc-11-22-33 dynamic ARP table mikrotik (IP > ARP)
ARP List =] E3
% N
|P Address MAC Address Interface hd
\ C = ARP didaftarkan secara static €8 C = 192.168.100.2 DD-EE:-FF:12:23:56 ether1 Y

ID-Networkers
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ARP Mode - Reply Only / Static

\
[ ) \

Daftarkan ARP entries untuk laptop menjadi static.

Rubah arp mode di interface yang mengarah ke laptop menjadi Reply-only.

Pastikan laptop masih bisa terkoneksi ke jaringan dan ke internet.
Rubah informasi MAC address laptop di ARP table.
Test ping ke jaringan dan test koneksi internet.
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IARP Static (1)

=B ARP <192 168.88.254>

+ = v % 4 7T IP Address: |[EPRTENER OK
[IP Address + |MAC Address Interface || MAC Address: [70.5A0F 09.D6:71 | = —
DC  ©10.10.10254  CO0:37EB-68:5F-09 wlan2
c 1192.168.88.254  70:5A:0F-09:D6:71 ctherd Interface: |ether3 E2 Roply
DC  1192.168.97.1 B8:69:F4-B2:22:.C7 wlan1
I:' Fublished Dizable
Comment
Copy
Remove

Make Static “

ﬁing

MAL Fing




IARP Static (2)

. Interface > ether3 Interface <ether3:

General | Ethemet Loop Protect Owerall Stats  Rx Stats

MName:

Type: Ehemet

MTLU: | 1500

Actual MTU: 1500
L2 MTL: {15533

Max L2 MTLI: [2028

MAC Address: |CC:2D:EQ:C3:F5:0C

ARP: rephr-onby *

ARP Timeout: hd

ID Networkers
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DHCP dan ARP

"« DHCP Server dapat manambahkan ARP entri secara otomatis.

* Dengan mengkombinasikan static leases dan reply-only pada interface DHCP
server.

* Fungsinya untuk alasan security, device yang sudah mandapatkan DHCP
address tidak dapat mengganti addressnya ke alamat yang lain.

s | ID-Networkers
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IDHCPdanARP

DHCP Server <dhcp2> =] E3
,:' DHCP | Networks Leases Options Opt MName: |sljl=s oK \‘\
i 4 = &% [T | DHCP Corfi Interface: |ether? ¥ Cancel !
i MName Interface Relay: - Apply E
: dhep wlan2 !
| Lease Time: |00:10:00 !
: L ] ase Time Disable !
| Bootp Lease Time: (forever E
: Copy .
! Address Pool: |dhcp_pool1 ¥ i
! Remove |
! DHCP Option Set: - E
E Src. Address: b i
i Delay Threshold: ~ i
E Authoritative: |ves ¥ |
i Bootp Suppaort: |static > i
E Always Broadcast i
i Insert Gueue Before: |first ¥ i
\\ Zitems (1 selected) | Allow Dual Stack Queue ;'
Add ARP For Leasesl
v/ Corflict Detection

ID-Networkers
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LAB DHCP Static Leases with ARP

e |\/|e|anjutakan lab sebelumnya

* Pastikan laptop konek ke router dan mendapatkan IP DHCP server secara
otomatis.

» Aktifkan ‘Add ARP for Leases’ pada DHCP server.

* Hapus static entri untuk laptop di ARP Table.

* Pastikan laptop tidak bisa akses internet.

* Renew IP address laptop

* Check kembali koneksi Internet, pastikan laptop bisa akses internet
* Perhatikan ARP Table.
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Modul 3
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Bridge adalah mengabungkan beberapa interface menjadi satu interface
virtual (satu jaringan).

Bridge bekerja pada Layer 2

Bridge memisahkan collision domain menjadi 2 bagian.

Semua type interface (Ethernet, Wireless, SFP, tunnel) bisa di bridge.
By default untuk Router SOHO sudah tersetting bridge (ether2-ether5).
Ether2-5 tergabung dalam satu switch chip, ether2 master, ether3-5 slave.
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Brldglng

r Tahap pembuatan bridge adalah membuat interface bridge baru dan
menambahkan interface fisik kedalam port bridge.

Bridge | Pots VLANs MSTls Port MST Overides Bridge Ports |VLANs MSTls Port MST Ovemides Fiters NAT Hosts ML
gp =1 | T | | Settings &= =10h ¢

Name Type L2M H Interface Bridge Horizon | Trusted |Priority ...

0 IH ftether? bridge1 no a0

New Brdge Pot

General |STP  VLAM  Status | Traffic General | STP WLAM  Status

Mame:

Imterface:
Type: |Bridge Bridge: |bridge1

* | |

* Bila hanya membuat interface bridge tanpa menambahkan port, maka bridge
tersebut disebut sebagai interface loopback.

ID Networkers
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Brldglng (1)

. Bridge semua interface supaya berada pada satu jaringan yang sama.
* Buat Interface bridge (Bridge-LAN)

* Bridge > add

Bridge Ports VLANs MSTIs Port MST Overrides Filters NAT Hosts MDB

s

* Buat bridge port

ID Networkers
T )

T | Setiings
Type L2MTU Tx

New Interface

General STP VLAN Status Traffic

Name: bridge-LAN‘

Type: Bridge
MTU:
Actual MTU:
L2 MTU:
MAC Address:




IBrldglng (2)

/"« Buat bridge port untuk membridge semua interface

1
1

Bridge POHS‘VLANS MSTIs Port MST Overrides Filters NAT Hosts MDB
+|=|[v]=] a7

# Interface Bridge Horizon Trusted Priorty (h... F
0IH 4itethert bridge-LAN no 80
1H  Itether2 bridge-LAN no 80
2IH  itether3 bridge-LAN no 80

New Bridge Port
General ‘ STP VLAN Status

Bridge: bridge-LAN

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

\ Horizon: v ,

|

Learn: auto
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Wireless Bridging

T Karena ada batasan dari standar wireless 802.11, wireless client (mode:
station) tidak bisa dibridge.

* Mode station tidak bisa dibridged sehingga RouterOS membuat mode lain
yang bisa dibridging.

* Mode tersebut diciptakan sejak ROS v5.
e Station Bridge - RouterOS to RouterOS.
 Station Pseudobridge - RouterOS to non-RouterOS.
» Station WDS (Wireless Distribution System) - RouterOS to RouterOS.
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IereIess Bridging

. . Intefface <wlan1> =B

/¢ Untuk menggunakan station bridge, e e —
. \

;’ bridge mode pada AP harus oce: [ - e | ‘;
: ) ) i Band: [2GHz-only-N ¥ .
d|akt|fkan terleb|h dahUIU. Channel Width: [20MHz =i Feply |
Frequency: 2412 ¥ MHz | | Disable |
SSID: [IDN o || Commem |
Radio Name: [IDN-AP | SimpleMode |
E Scan List: |defaul ¥ % | Torch | i
i Wireless Protocol: [802.11 *]| [ wesaccept | |
Security Profile: |profile1 [ wescient |
i WPS Mode: |push button ¥ | Setup Repeater | i
i Frequency Mode: |manualtspower ¥ | Scan... | i
E Country: |no_country_set ¥ | Freq. Usage... | i
installation: |any || Agn. |
Antenna Gain: |0 dBi | | Sniff.. |
i WM Support: | disabled ¥ | T | ;
i [Brdge Mode: [enabicd | 51 | | Reset Corfiguration | |
! 1
\ VLAN Mode: |no tag B /

. VLAN ID: [1

ID-Networkers
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Wireless Bridging (1)

- e owm owm

192.168.98.1/24

Ehe

Bridge-Local
DHCP Client Bridge port = wlanl dan etherX

192.168.98.y/24

Koneksikan router ke internet via Wireless

Bridge interface local dengan wan (wlan1l)
Ubah interface DHCP Client menjadi Interface bridgel

/
N

Rubah beberapa mode wireless di router (Station, Station Bridge dll)
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Wireless Bridging (2)

. Bridge interface local dengan wan (wlan1)

Bridae | Pots Port Extensions  WLAMs MSTls  Pot MST Ovemides :
Bridge

L =] |97 | Settings

Name Type L2 MTU [Tx Bridge Port Edensions  V0LANs MSTIs
qr =] |

General | STP VLAN Status  Traffic

Name: |bridgeocal H = '

dme. | bnage-ocal

— 2 & ether? bridgedocal
I'u'ITLI: 0 & wlan1 bridgeocal

Actual MTLU:

e Ubah interface DHCP Client menjadi Interface bridgel

* Rubah beberapa mode wireless di router (Station, Station Bridge dll)
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Wireless Bridging (3)

"« Ubah interface DHCP Client menjadi Interface bridgel

DHCF Client | DHCP Client Options

e = ¢ % O | Releaze | Renew
Interface Use P... |Add D... | IP Address

DHCP Client <etherldnet:

DHCP | Advanced Status

nterface: [EFEEN v

v| Llze Peer ONS
v| Lse Peer MTP

* Pastikan Router dan Laptop mendapat alamat IP satu network dengan WAN

.8. ID-Networkers
Indonesian IT Expert Factory
(]



Wireless Bridging (4)

"+ Rubah beberapa mode wireless di router

WiFi Interffaces | W60G Station  Nstreme Dual  Access List  Registration  Connect it~ Securd

L o « | | (3 |7 | CAP || WPSClient || Setup Repeater | Scanner || Freq. U
Type Actual MTL | Tx

RS Wireless (IPQ4019) 1500 474 bps

HS L= P L AT L ELIT o S

Interface <wlan1:=

General Wireless | HT HTMCS WDS  Nstreme NVZ  Status

+|

Maode:}|ap bridge
Band: alignment anlby

Channel Width: bridge

Frequency:
S51D:

station bridge
etation pseudobridge

. station pseudobridge clone
Security Profile: | Stion Eds d

WPS Maode: 25

J
ID-Networkers
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Station
Station Bridge
Station Pseudobridge

W

Station Pseudobridge clone

Tes koneksi ke Internet
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Modul 4
Routing
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Routing

"« Proses melewatkan data dari satu jaringan ke jaringan lain melalui router.
* Routing bekerja pada OSI layer 3.

Network A Network B
192.168.10.0/24 10.10.10.0/24
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Klasifikasi Routing

Static Routing Dynamic Routing
Interior Gateway Exterior Gateway
Protocols Protocols
Distance Vector ™ Link-State L BGP ]
Protocols Protocols

Crevi P iene | [Cosee HL s ]
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Klasifikasi Routing

"« Static Routing

Routing yang dibuat dengan menambahkan secara manual kedalam routing
table.

* Dynamic Routing

Routing yang dibuat dengan melakukan enable fungsi protocol pada router
tersebut. Maka secara otimatis router akan mecari jalurnya sendiri.
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Routing Table

"« Berisi informasi mengenai rute ke jaringan/network tertentu.
* Berisi nilai prioritas/metric dari masing-masing rute.

Routes | Nesthops Rules VRF

L o =T
Dist. Address Sateway Distance | F
DAS P 0.0.0.0/0 152 168.5.1 reachable etherl-INET

DAC P 192 168 5.0/24  etherl-INET reachable
DAC =192 16257.0/24 Brdan reachable
DAC 192 16258 V26 wlan?0-5KT reachahble

= Y = = B ]

* Routing Table terbentuk dari:
* Semua rute yang berasal dari dynamic routing protocol.
| * Semua rute untuk network yang directly connected ke router.
* Konfigurasi tambahan (static route).
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I Route Flags

* D = Dynamic
;' * A= Active ‘:
' s
| Routes Nexthops Rues VRF * C = Connected |
| < Al | Y a * S = Static
Dst. Address Gateway Distance ° _
| DACIP1.1.11 bridge 1 reachable 0 0 = OSPF |
| DAo | P 2222 12.12.12.2 reachable ether2 110 e r=RIP i
| DAo | P3333 12.12.12.2 reachable ether2 110 = |
! S |P10.10.10.0/24 192.168.0.2 reachable ether1 1 B :
DAC{P 11.11.11.0/24 ether5 reachable 0 °* b=BGP
: DAC| P 12.1212.0/24 ether2 reachable 0 B
: DA |P14000/8  11.11.11.2reachable etherS 120 * m=MME |
! DAr | P 14.14140/24  11.11.11.2 reachable ether5 120 . _ |
| DAo | P232323.0/24  12.12.122reachable ether2 110 B = Blackhole ;
' DAC | P 192.168.0.0/24 ether1 reachable 0 . ;
| DAo | P 192.168.2.0/24 12.12.12.2 reachable ether2 110 * P = Prohibit |

DAo | P 152.168.3.0/24 12.12.12.2 reachable ether2 110
‘ * U = Unreachable

* X = Disable
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I Connected Route

/+ Dibuat secara otomatis setiap menambahkan sebuah IP pada interface yang
" aktif |

Interface | Interface List Ethernet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
&+~ « % 1 | Detect Internet

Name Type Actual MTU |[L2 MTU [ Tx Rx Tx Packet (p/s)
41 etherl Ethernet 1500 1598 0 bps 0 bps
R 4l»ether2 Ethernet 1500 1598 63.6 kbps 4.6 kbps
4% ether3 0 bps 0 bps
#}» ether4 @E 0 bps 0 bps
4% pwr-line1 + = v X T 0 bps 0 bps
X @ wlant Address Network Interface v Obps 0 bps
« IEEJ 192.168.10.1/24 192.168.10.0 ether2_|

6 tems (1 selocted)

Routes | Nexthops Rules VRF

+ T
Dst._Address Gateway Distance  |Routing Mark  Pref. Source
DAC [+ 192.168.10.0/24  ether2 reachable 0 192.168.10.1
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I How Routing Works (1)

etheri

192.168.10.1/24

ether2

Saya akan kirim paket

ke 192.168.20.2

192.168.20.1/24

o
—
Address : 192.168.10.2/24 Routes  Nexthops Rules VRF Address : 192.168.20.2/24
Gateway : 192.168.10.1 + N ¢ Gateway : 192.168.20.1
— Dst. Address Gateway Distance
¢s.] Command Prompt DAC [» 192.168.10.0/24 ether1 reachable 0
DAC |- 192.168.20.0/24 ether2 reachable 0

C:\Users\ceislam>ping 192.168.20.2

ID-Networkers
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I How Routing Works (2)

J ether1
192.168.10.1/24
ether2
; 192.168.20.1/24 |
i © e
i Route List % i
| Address : 192.168.10.2/24 Routes Nexthops Rules VRF Address : 192.168.20.2/24 |
| Gateway : 192.168.10.1 + N ¢ Gateway : 192.168.20.1
| — Dst. Address Gateway Dist i

¢+ Command Prompt DAC = 192.168.10.0/24 ether1 reachable 0 i

DAC | | 192.168.20.0/24 ether2 reachable | 0 |
C:\Users\ceislam>ping 192.168.20.2 i
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I How Routing Works (3)

ether1

/ 192.168.10.1/24

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Hallo, aku dapat paket
dari 192.168.10.2

ether2

192.168.20.1/24

o e

Route List :E E

Address : 192.168.10.2/24 Routes Nexthops Rules VRF Address : 192.168.20.2/24 i

Gateway : 192.168.10.1 + N ¢ Gateway : 192.168.20.1

_ Dst. Address Gateway Distance i

¢s.] Command Prompt DAC [» 192.168.10.0/24 ether1 reachable 0 i
DAC |- 192.168.20.0/24 ether2 reachable 0 |

C:\Users\ceislam>ping 192.168.20.2 i
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I How Routing Works (4)

ether1 N

192.168.10.1/24

Hallo 192.168.10.2, paket
sudah diterima, aku akan
kirimkan balasan ini ke kamu

ether2

192.168.20.1/24

o |

Route List % i

Address : 192.168.10.2/24 Routes Nexthops Rules VRF Address : 192.168.20.2/24 i

Gateway : 192.168.10.1 + N ¢ Gateway : 192.168.20.1

— Dst. Address Gateway D% i
¢s.] Command Prompt DAC [» 192.168.10.0/24 ether1 reachable 0 i
DAC 3 192.168.20.0/24 ether? reachable 0 |

C:\Users\ceislam>ping 192.168.20.2 i
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I How Routing Works (5)

/ etheri .

192.168.10.1/24

ether2

192.168.20.1/24

Route List

—

Address : 192.168.10.2/24 Routes  Nexthops Rules VRF Address : 192.168.20.2/24
Gateway : 192.168.10.1 + N ¢ Gateway : 192.168.20.1

- Dst. Address Gateway Distance
=] Command Prompt - DAC J= 192.168.10.0/24 ether1 reachable
C:\Users\ceislam>ping 132.168.20.2 DAC [ 192.168.20.0/24 ether2 reachable

Pinging 192.168.20.2 with 32 bytes of data:
Reply from 192.168. : bytes=32 time=1ims
Reply from 192.168. : time=1ms
Reply from 192.168. : time=1ms
Reply 2. : time=3ms

\
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
: |
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Ping statistics for 192.168.20.2:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 3ms, Average = 1ms

C:\Users\ceislam>,
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I How Routing Works (6)

¢1.| Command Prompt

C:\Users\ceislam>ping 192.168.20.2

ether2

192.168.10.1/24

Saya akan kirim paket
ke 192.168.20.2

Address : 192.168.10.2/24
Gateway : 192.168.10.1

ID-Networkers

Indones
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R1

ether1
12.12.12.1/24

Routes Nexthops Rules VRF
+ \'f

Dst. Address Gateway

DAC P> 12.12.12.0/24  ether1 reachable

DAC = 192.168.10.0/24 ether2 reachable

R1-Routing Table

12.12.12.2/24

ether1

Distance

R2

Address : 192.168.20.2/24
Gateway : 192.168.20.1

V)
| —
3

ether2
192.168.20.1/24




I How Routing Works (7)

Address : 192.168.20.2/24
Gateway : 192.168.20.1 \

[&%] Command Prompt

C:\Users\ceislam>ping 192.168.20.2

Pinging 192.168.20.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.20.2:
Packets: Sent = 4, Received = ©, Lost = 4 (1lee% loss), R1

C:\Users\ceislam>_ ethe r2
192.168.10.1/24

O
—
R2 | O

ether1
12.12.12.2/24

EBtf1E3I'1 Eatr163r£2
12.12.12.1/24

! 192.168.20.1/24

Routes Nexthops Rules VRF

+ \'f

Address : 192.168.10.2/24

Gateway : 192.168.10.1 _ Dst. Address Gateway istance
DAC P> 12.12.12.0/24  ether1 reachable 0
\ DAC = 192.168.10.0/24 ether2 reachable 0 !
° /

R1-Routing Table
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Static Route

"« Static routing dibuat dengan cara menambahkan jalur manual ke routing
table.

* Pada static route yang perlu menambahkah parameter routing (Dst. Address
dan Gateway) secara manual kedalam routing table.

IP > Routes > add

General | Attibutes

Dst. Address: | IKEAEXER]

Gateway: | 152.168.97.1

#|

Check Gateway:
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Static Route

e Mudah dikonfigurasikan pada jaringan skala kecil.
* Membutuhkan resource yang ringan.
* Tidak cocok digunakan untuk jaringan skala besar.
* Manual konfigurasi setiap penambahan jaringan baru.
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Static Route

"+ Buat topologi seperti dibawah ini.

* Setting IP address dan pastikan link peer to peernya reachable dengan cara di
PING.

* Konfigurasikan static route agar PC A bisa berkomunikasi dengan PC B.

R1 etherl . R2 _

1 IP:10.10.10.1/30

etherl @ =

ether2 IP:10.10.10.2/30 ether2
IP:192.168.1.1/24 IP:192.168.2.1/24
<o pea pca|
= 1P:192.168.1.2/24 IP:192.168.2.2/24
GW :192.168.1.1 GW :192.168.2.1
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ether2
IP:192.168.1.1/24

PCA
IP:192.168.1.2/24
GW :192.168.1.1

RT

etherl

P 10.10.10.1/30

ether1.
IP:10.10.10.2/30

Routes ‘Nexthops Rules VRF

i3 SIEAE| Ellhd

‘Dst. Address / ‘Gateway

DAS
DAC
DAC

General ‘ Attributes

Dst. Address: |kl et Reaepr!

Gateway: 10.10.10.2

ether2
IP:192.168.2.1/24

PCB
IP:192.168.2.2/24
GW :192.168.2.1




ether2
IP:192.168.1.1/24

PCA
IP:192.168.1.2/24
GW:192.168.1.1

RT

etherl

P 10.10.10.1/30

IP:10.10.10.2/30

Routes ‘ Nexthops Rules VRF

L RIE =l d

etherl .

‘Dst. Address / ‘Gateway

DAS
DAC
DAC

New Route

General ‘ Attributes

Dst. Address: ‘ 192.168.1.0/24

Gateway: 10.10.10.1

ether2
IP:192.168.2.1/24

PCB
IP:192.168.2.2/24
GW :192.168.2.1




etherl
_ IP:10.10.10.1/30 f N—

ether1.
IP:10.10.10.2/30

ether2

IP:192.168.2.1/24

ether2
IP:192.168.1.1/24

Route List |

Routes ‘
PCA Nexthops Rules VRF PCB

IP:192.168.1.2/24 E @ IP:192.168.2.2/24

GW :192.168.1.1 ‘Dst. Address / ‘Gateway ‘Distance ‘I GW :192.168.2.1
DAC [ 10.10.10.0/30  ether1 reachable 0

DAC | 192.168.1.0/24 ether2 reachable
S J- 192.168.2.0/24 10.10.10.2 reachable ether1 ‘I|




etherl
~—— . 1P:10.10.10.1/30 _, e

ether1.
IP:10.10.10.2/30

ether2 ether2
IP:192.168.1.1/24 IP:192.168.2.1/24

Route List

Routes ‘Nexthops Rules VRF

PCA PCB
IP:192.168.1.2/24 E @ IP:192.168.2.2/24
GW :192.168.1.1 ‘Dst. Address / ‘Gateway ‘Distance ‘ GW :192.168.2.1
DAC |+ 10.10.10.0/30 ether1 reachable 0
S = 192.168.1.0/24 10.10.10.1 reachable ether1 1)

DAC |+ 192.168.2.0/24 ether2 reachable 0




Check Gateway

"« Check Gateway adalah pengecekan gateway oleh router melalui Layer 3
setiap interval 10 detik sekali.

* Requset Time Out bila dalam 10 detik tidak menerima respon dari gateway.
* Unreachable bila 2x 10 detik tidak menerima respon dari gateway.
* Check gateway bisa berupa ICMP echo request (PING) dan ARP request.

Check Gateway: |ping

d
Type: [

* Semua route akan terkena efek check gateway bila menggunakan gateway
yang sama, bila gateway tersebut diaktifkan check gateway.
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Routing — Best Selection Route

"« Untuk pemilinan route / jalur terbaik secara otomatis router akan melihat
beberapa parameter sebagai berikut :

* Network (pastikan dst-address dengan yang akan dituju sama)
* Prefix (spesifik prefix)
* Distance (semakin kecil distance, semakin prioritas)
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Routing — Best Selection Route

"« Network (pastikan dst-address dengan yang akan dituju sama)

Contoh :

Bila ada paket yang akan dikirimkan ke tujuan 192.168.97.190, terdapat 2 buah gateway
sebagai berikut:

#1 dst-address=192.168.97.0/25 gateway=192.168.1.1
#2 dst-address=192.168.97.128/25 gateway=192.168.2.1

Manakah gateway yang akan digunakan?

Paket akan dikirimkan melalui 192.168.2.1, karena 192.168.97.190 masuk ke dalam
range network 192.168.97.128
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Routing — Best Selection Route

"« Prefix (semakin spesifik, semakin di pilih)

Contoh :

Bila ada paket yang akan dikirimkan ke tujuan 192.168.88.10, terdapat 2 buah gateway
sebagai berikut:

#1 dst-address=192.168.88.0/28 gateway=192.168.3.1
#2 dst-address=192.168.88.0/26 gateway=192.168.4.1

Manakah gateway yang akan digunakan?

Paket akan dikirimkan melalui 192.168.3.1, karena prefix yang digunakan lebih spesifik.
/28 = 16 address sedangkan /26 = 64 address
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Routing — Best Selection Route

~ « Distance (semakin kecil, semakin prioritas)

Contoh :

Bila ada paket yang akan dikirimkan ke tujuan 192.168.100.20, terdapat 2 buah gateway
sebagai berikut:

#1 dst-address=192.168.100.0/27 distance=1 gateway=192.168.5.1
#2 dst-address=192.168.100.0/27 distance=2 gateway=192.168.6.1

Manakah gateway yang akan digunakan?
Paket akan dikirimkan melalui 192.168.5.1, karena distance terkecil.
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Routing — Best Selection Route

Bila ada paket yang akan dikirimkan ke tujuan 192.168.200.3, terdapat 2 buah
gateway sebagai berikut:

#1 dst-address=192.168.200.0/29 distance=5 gateway=192.168.7.1
#2 dst-address=192.168.200.0/28 distance=3 gateway=192.168.8.1

Manakah gateway yang akan digunakan?

@
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Default Gateway

* Default Gateway : rute yang mewakili semua address ketika akan dikirimkan.
* Menggunakan alamat 0.0.0.0/0.
* 0.0.0.0/0 mewakili semua alamat di IP Address.

By default ketika request DHCP Client secara otomatis defaut gateway akan
dikonfigurasikan dan ditambahkan ke dalam routing table (DAS)

DHCP Clert <ether -NET>

DHCP | Advanced = Status Routes | Nexthops Rules VRF

Interface: [a=anii=l L o &= | T

v| Lize Peer NS Dst. Address Gateway Distance | Routi
I DAS I+ 0.0.0.0/0 152.168.5.1 reachable etherT-INET
Se reer DAL 192.168.5.0/24  etherl-INET reachable

DAC I 132.168.97.0/24 Brdan reachable
DAC P 132 168.33.0/26  vlan?0-5KT reachable

*

*
=

Add Default Route: [yes
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Default Gateway

Disable ‘Add Default Route’ di DHCP Client setting.
Pastikan router tidak bisa mengakses internet.

\
[ ] o \

Tambahkan default gateway secara manual.

Check koneksi internet kembali.
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Modul 5
Wireless
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Wireless pada Mikrotik

"« Wireless memiliki standard & spesifikasi IEEE 802.11 dan menggunakan
frekuensi 2,4 GHZ dan 5,8 GHz

* RouterOS mendukung protocol standard & spesifikasi IEEE 802.11 a/n/ac
(5Ghz) dan 802.11 b/g/n (2,4 Ghz).

802.11a 5 GHz 54Mbps
802.11b 2,4 GHz 11Mbps
802.11g 2,4 GHz 54Mbps
802.11n 2,4 GHz dan 5Ghz Up to 450 Mbps*
802.11ac 5 GHz Up to 1300 Mbps *

*Tergantung pada jenis Router BOARD
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Wireless Band

"« Band merupakan standard protocol yang akan digunakan oleh jaringan
wireless yang akan kita buat.

* Untuk menghubungkan 2 perangkat, keduanya harus bekerja pada protocol
dan band yang sama.

Inteface <wlanl:

General Wireless |HT HTMCS WDS Nstreme NV2 Status ..

_ Lok ] .
Mode: |ap bridge * =1l Bandyang ada pada list, tergantung pada
Band: |2GHz-B/G/N ¥ .- i i
. T Aoy | jenis wireless card yang digunakan.
Frequency: | Disable |
SSID: | Comment |
Scan List: |default ¥ 5 | Advanced Mode |
Wireless Protocol: |any ¥ | Tarch |
Security Profile: |idn ¥ | WPS Accept |
WPS Mode: |push button ¥ | WPS Client |
Bridge Mode: |enabled > | |

Setup Repeater
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Wireless Protocol

e By default Wireless Protocol yang digunakan oleh mikrotik adalah any
(support open standard dan proprietary protocol).

* Kita bisa menyesuaikan dengan kebutuhan dengan cara merubah ke protocol
yang lain.

“|

Wireless Protocol: |any

Security Profile: k5

Frequency Mode:

nv2 nstreme
nv2 nstreme 802.11
Installation: junspecified

Country:

“|

WMM Support: | disabled
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Wireless Protocol

» unspecified - protocol mode used on previous RouterOS versions (v3.X, v4.xX). Nstreme is
enabled by old enable-nstreme setting, Nv2 configuration is not possible.

« any : on AP - regular 802.11 Access Point or Nstreme Access Point; on station - selects Access
Point without specific sequence, it could be changed by connect-list rules.

* nstreme - enables Nstreme protocol (the same as old enable-nstreme setting).
* nv2 - enables Nv2 protocaol.

* nv2 nstreme : on AP - uses first wireless-protocol setting, always Nv2; on station - searches for
Nv2 Access Point, then for Nstreme Access Point.

* nv2 nstreme 802.11 - on AP - uses first wireless-protocol setting, always Nv2; on station -
searches for Nv2 Access Point, then for Nstreme Access Point, then for regular 802.11 Access
Point.

« Warning! Nv2 doesn't have support for Virtual AP

https://wiki.mikrotik.com/wiki/Manual:Interface/Wireless
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Channel Width

. Channel Width (lebar channel) merupakan lebar jalur yang digunakan untuk
melewatkan data di Jaringan Wireless.

* Default Channel width 22MHz (ditulis 20MHz)

* Lebar channel dapat dikecilkan (5 MHz) untuk meminimalkan frequensi atau
dibesarkan (40 MHz) untuk mendapatkan troughput yang lebih besar.

* Semaki besar CW semakin besar juga kemungkinan terjadi interferensi di
jaringan wireless.

Interface <wlan1=

| Generall Wreless [HT [HTMCS WDS  Nstreme AdvancedStatus - _ 90/40MHz eC (HT-Bellow) 20MHz frequensi normal dan 20MHz di bawahnya.
Mode: |station ' - 20/40MHz Ce (HT-Above) 20MHz frequensi normal dan 20MHz di atasnya.
E Band: 2GRz B/GN ' - 20/30MHz XX (Otomatis Scan channel)

Channel Width: §20MHz ]

20MHz
Frequency: T OMHa

Ketiga channel width di atas bekerja di band N
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IereIess Mode

/* Wireless Mode menentukan fungsi suatu wireless tersebut.
Interface <wlan1: o) x|
General Wireless HT HTMCS WDS Nsteme NV2 Status i
| oK :
i Modeq [ap bridge + :
: alignment on Cancel
I Band :
i _ bridge Apply :
i Channel Widthy | netreme dual slave !
! station ; |
| Frequency | ation bridge Disable |
i station pseudobridge Comment I
| 351D station pseudobridge clone o i
| . | |station wds I
3 Scan List] s slave Advanced Mode !
i ] Wireless Protocol: |any * Torch i
Security Profile: |idn ¥ WPS Accept
':\ WPS Mode: |push button ¥ WPS Client ’;'
' Bridge Mode: |enabled ¥ Setup Repeater
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Wireless Mode

~ '« AP Mode
* AP Bridge merupakan mode pemancar yang bisa melayani banyak client (PTMP).
* Bridge merupakan mode pemancar yang hanya bisa melayani satu client (PTP).

* Station Mode
* Station merupakan mode penerima yang bersifat routing.
* Station Bridge merupakan mode penerima yang support bridge.

* Station Psudobridge merupakan mode penerima yang digunakan untuk menghubungkan
mikrotik dengan non mikrotik secara bridging.

* Station Psudobridge Clone merupakan mode yang sama dengan station
Psudobridge yang harus melakukan cloning MAC address ketika akan konek.

* Station WDS berfungsi sebagai penerima untuk AP yang mengaktifkan fitur WDS.
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Wireless Mode

"« Special Mode

* Alignment Only merupakan mode yang biasanya digunakan untuk pointing. Hasil
outputnya dapat berupa suara beep. Semakin kencang suara semakin bagus sinyal yang di
dapat.

* Nstreme-Dual-Slave mode untuk membuat jaringan wireless jadi full duplex. Karena pada
dasarnya jaringan wireless itu adalah half duplex. Untuk membuat mode ini diperlukan 2
wireless card dan 2 antenna pada kedua radio.

* WDS-Slave merupakan mode untuk membuat repeater.
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Frequency

~+ Merupakan pembagian dari frekuensi dalam suatu band dimana jaringan
wireless beroperasi.

* Pentingnya pemilihan frekuensi adalah untuk mencegah terjadinya
interferensi.

General Wireless | HT HTMCS WDS Nstreme NV2 Status ..
Maode: |ap bridge
Band: |2GHz-BAG/MN

o || .

Channel Width: | 20MHz

Frequency:

S5ID:

Scan List:
Wireless Protocal:
Security Profile:
WPS Mode:

Bridge Mode:
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Wireless — 2,4Ghz Channels

1 2 3 4 5 6 7 8 9 0 o 12 13 14  Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2461 2472 2484 Center Frequency
T (©Hy

—
Bl

22 MHz

* 13x 22Mhz channel
* 3 non-overlapping channels (1,6,11)

* 3 AP dalam area yang sama bisa menggunakan non-overlapping channels
untuk menghindari interference.
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Wireless — 2,4Ghz Channels

1 2 3 4 5 6 7 8 9 10 11 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2484 Center Frequency

__‘[_ (GHz)

22 MHz

* Setiap negara mempunyai regulasi channel yang berbeda-beda, contohnya
US punya 11 channels. Sedangkan Jepang punya 14 channels.

e Channel width :
e 802.11b 22Mhz, 802.11g 20MHz, 802.11n 20/40Mhz
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Wireless — 5Ghz Channels

"« Router0S juga telah mendukung frekuensi 5Ghz.
* 5180-5320 Mhz (channel 36-64)
* 5500-5720 Mhz (channel 100-144)
* 5747-5825 Mhz (channel 149-165)
* Tergantung juga pada regulasi di setiap negara.
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Wireless — 5Ghz Channels

IEEE Standard Channel Width

802.11a 20MHz

20MHz
802.11n

40MHz

20MHz

40MHz
802.11ac

80MHz

160MHz
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Country Regulations

. Regulatory-domain digunakan untuk menyesuaikan regulasi di suatu negara.

* Setiap negara memiliki regulasi tertentu dalam hal frekuensi wireless untuk
Internet carrier.

* Regulasi tersebut dalam mikrotik didefinisikan pada parameter wireless
advanced frequency mode = regulatory-domain, kemudian tinggal di arahkan
ke suatu negara.

* Namun apabila ingin membuka semua frekuensi yang dapat digunakan oleh
wireless card, dapat menggunakan pilihan superchannel

Frequency Mode: |regulatory-domain ¥ i
manualtxpower [
Courtry: _
_ superchannel [
Installation: &MY ¥
Antenna Gain: |0 dBi
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ICountry Regulations

Frequency Mode; A manualtxpower >
urtry: { no_country_set ¥
Installation: |ary ¥
Antenna Gain: |0 dBi

Frequency Mode
1. Manual-txpower
frekuensi default mikrotik.
2. Regulatory-domain
frekuensi sesuai regulasi disuatu

Pemilihan Country / Negara

negara
3. Superchannel

membuka semua frekuensi yang di
support oleh wireless card

Default 0, akan otomatis menyesuaikan
agar tidak melebihi EIRP country regulation
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T Dynamic Frequency Selection (DFS) merupakan sebuah fitur yang digunakan
untuk mendeteksi radar.

* Biasanya ada pada frekuensi 5Ghz outdoor, bila terdeteksi radar gunakan
channel lain.

* Bila DFS enable hanya ada beberapa channel saja yang bisa digunakan.
Contoh : EU =52-144, US = 50-144

Di UK DFS membutuhkan waktu sekitar 10-20 menit, ketika radio terdeteksi
atau sedang diperiksa radar (DFS Event) semua client akan terkoneksi akan
diskonek dan membutuhkan 10-20 menit untuk konek.
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"+ DFS mode radar detect akan memilih channel vang lebih kecil, dan
menggunakannya jika tidak terdeteksi oleh radar sekitar 60s

* Untuk mengaktitkan DFS enable advance mode di wireless

¢

Frequency Mode: regulatory-domain
Country: latvia ¥
Antenna Gain: |0 - dBi
DFS Mode: none ¥

no radar detect

WM Support:

‘ radar detect
Bridge Mode: TEMaOED * 7

donesian IT Expert Factory
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Radio Name

~« Radio Name merupakan hostname dari radio itu sendiri.
* Hanya akan terlihat apabila sama-sama menggunakan RouterOS.

* Untuk mengetahui radio name lawan bias di cek di Registration table.

Inteface <wlan1:

General \Wireless | Data Rates Advanced HT HTMCS WDS
Mode: |station * oF
Cancel
Band: | 2GHz-only-M *
Channel Width: [20MHz + o
Frequency: |2462 * | MHz Disable
5SID: |IDN - Comment
Radio Name: |Candra Simple Mode
Scan List: |default ¥ ¥ Torch

.8. ID-Networkers
Indonesian IT Expert Factory
()



IRadio Name

7 * Wireless > Registration

WiFi Interfaces W60G Station Nstreme Dual Access List Registration  Connect List Security Profiles Channels
" | 00 Reset
Radio Name MAC Address Interface Uptime AP W... [Last Activit... Tw/Rx Signal S...|Tx Rate Rx Rate
1<) 78:FF-CA:97:-19:EA wlan 07:06:39 no no 0.350 -52 72 2Mbps-... 65Mbps-20...
1<) D81E:DD:3C-40:C7  wlani 00:38:46 no no 0.020 -54 72 2Mbps-... /2 2Mbps-_..
00-25.25 oo 015040 0

o F4:5C:89:B1:51:23 wian 1d 04:59:36 no no 0.010 45 144 4Mbps... 144 4Mbps...
4 candra 64:01:54:F5:0F:74 wianT 00:01:04 no 0.060 -45/-46

.8. ID-Networkers
Indonesian IT Expert Factory
(]



Radio Name

~ « Rubah radio name menjadi nama anda
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 Kesesuaian Mode : (AP-Station, AP-Repeater, Repeater-repeater)

* Kesesuaian BAND
* Kesesuaian SSID
* Kesesuaian enkripsi dan authentikasi

. * Frekuensi channel tidak perlu sama, station secara otomatis akan mengikuti
. channel frekuensi pada AP.
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I Koneksi Wireless

/ wlanl wlanl
Dgweew] P 1010.10.1/30  |p.1010.10.1/30

Pesertal

Mode AP-Bridge/Bridge Station/Station-Bridge
Band Samakan

SSID Samakan (Unik untuk tiap pasangan)
Frequensi Pilih Tidak harus sama
Security Profile Samakan

IP address wlanl 10.10.10.1/30 10.10.10.2/30

ID Networkers
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I Koneksi Wireless

Peserta 1 (Access Point) Peserta 2 (Station)

Interface <wlanlz

Interface <wlan1z

Generd Wieless |HT HTMCS WDS MNeteme NV2 Staius Gener Vireless HT HTHCS WDS Neteme N2
R ——— B Mode: |station bridge I
; —‘— Band: |2GHz-B/G/N I |
dand. | 2GHz B/G/N v Channel Width: |20MHz E
Channel Width: | 20MHz ¥ Frequency: |2412 [+ MHz
' Frequency: 2412 ¥ | MHz SSI0: |IDN |- .
S5ID: | IDN Scan List: |default |+ |%
I Scan List: |default ¥|¥ Wiireless Protocol: |any I3 I
e 5 Security Profile: |profile 1 [+]
Securty Profile: Defautt Authenticate
Check pastikan muncul R (Running) di interface wlanl / check di registration

Settlng IP address sesuai topologi, pastikan antar router bisa saling ping

~
~o
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Bandwidth Test

. . Bandwickh Test = £3
~ * Bandwidht test digunakan untuk et To: [10.10.10.1
mengukur seberapa besar link dapat e B2 —
mendeliver bandwidth. Remcte UDP Tx Sas: [1500 -
. . . Direction: |receive ¥
* Untuk menjamin keakuratan, bandwidth o
test hanya dijalankan di salah satu sisi. ot e oo .o
* Tool > Bandwidth Test e T
* Testto = IP lawan U [ogrd -
Password -
* User & password = user password e T
router lawan Tu/Re Cuert [DbparBps
IxFx 10s Average: | bpssT bps
To/Fx Tofal Average: |0 bps/Dbps

J
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I CCQ (Client Connection Quality)

. CCQ merupakan nilai yang menyatakan seberapa efektifkah bandwidth yang
dapat digunakan.

* Untuk mengetahui CCQ bias melalui menu Wireless > Registration klik MAC
Address

AP Client <44:91:60:3C.66:F1>

General  8021x Signal  Nstreme MNV2  Statistics 0K |
Last Activity: |5.150 s Remove |
T/Fx Signal Strength |-36 dBm — | » signal strength

Tx#Fx Signal Strength Chi: |-51 dB
X ignal Strendgt L Copy to Access List |

Tu/Rx Signal Strength Ch1: |-36 dBm
Copy to Connect List |

|
|
|
|
Tu/Rx Signal Strength Ch2: I
|
|
|
|

Ping |
Signal To Moise: |80 dB
MAC Ping |
Tus/Rx CCQ: |91 %
Telnet |
F Throughput: |53511 kbps
Signal Strengths MAC Telnet |
Rate | Strength Last Measured - Tarch |
 BMbps 42 00024783 |«
HT20-3 -4 00-02:25.53
HT20-4 -4 00:01:43.41
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Wireless MAC Filtering

\
[ ) \

Salah satu keamanan di Wireless menggunakan fitur MAC Filtering.
MAC Filtering bisa diterapkan di AP dan Station.

MAC Filtering disisi AP bisa menggunakan Access List.

MAC Filtering disisi Station bisa menggunakan Connect List.

s | ID-Networkers
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Wireless MAC Filtering — Access List

"« Access List (Wireless > Access List) digunakan untuk memfilter station mana
saja yang boleh terkoneksi ke AP dengan mendaftarkan informasi MAC
Address Station

+
#

(0 items

.8. ID-Networkers
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WiFi Interfaces = W60G Station  Nstreme Dual Access List | Registration  Connect List | Security P

=T
MAC Address Interface Signal Str... | Authentication

Signal Strength Range: [-120..120

Allow Signal Out Of Range: |00:00:10

MAC Address station yang
Ingin difilter

Forwarding

Batas nilai kekuatan signal dari

m] 3
— Station yang ingin di filter
Interface: |any

o

e _, Mengatur management
— bandwidth station (RouterOS)

AP T Limnit:
Client T Limit:

i

- Comment

| | Authertication |

Remove

| Forwarding

- Boleh Konek atau tidak




Wireless MAC Filtering — Connect List

"« Connect List (Wireless > Connect List) digunakan untuk membatasi AP mana
saja yang boleh / tidak boleh terkoneksi oleh station.

Interface radio yang

WiFi Interfaces W60G Station Nstreme Dual Access List Registration | Connect List |Secur

= ; difungsikan sebagai client
# Interface MAC Address Connect Area Prefix |Signal Str...|Security
New Station Connect Rule / MAC Address AP
terface: s Y
MAC Address: > @ Boleh / tidak boleh konek
L Comer) o " dengan MAC Addrss diatas
e - Disable
Area Prefic T e || . SSIDyang akan dikoneksikan.
Signal Strength Range: |-120..120 Blla kosong berartl any AP
Allow Signal Out Of Range: |00:00:10 ¥
e e : Bisa menambahkan security profile
Security Profile: |none = >
enabled yang dibuat sebelumnya

0 items
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Default Authenticate

. Digunakan untuk mengijinkan semua station terkonkesi ke AP (Baik yang
sudah terfilter ataupun belum bisa konek)

e Wifi Interface > wlanl > Wireless Tab

Scan List: |default & c 2 .
— * Advanced Mode Bila diuncheck, hanya station
Wireless Protocol: |an ¥ . -
N : - foren yang sudah terdaftar (terfilter di
ecu i |idn * WPS Ac . . . .
_ = MAC Filtering) saja yang bias
WPS Made: |push button > WPS Client
Bridge Mode: |enabled ¥ Sep Repedier konek ke AP
VLAN Mode: |notag ¥ Scan...
VLAN ID: (1 Freq. Usage. ..
Align...
Default AP Tx Rate: > bps
Sniff...
Default Client Tx Rate: *  bps
Snooper. ..
SR Reset Configuration
v| Default Forward
Hide 551D
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I Default Authenticate

Default Access / Connect Behavior
Authentication List Entry

+ Based on access/connect list settings
Enable
- Authenticate
+ Based on access/connect list settings
Disable

- Don’t authenticate

ID Networkers
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Default Forward

e Digunakan untuk mengijinkan komunikasi antar station yang terkoneksi dalam
satu AP (default = enable).

* Fitur ini cuman ada di sisi AP. (Wireless Interface > wlanl > Wireless Tab)

| Scan List: |default ¥y - - - -
D = B.I|a dluncheck, mgka antar station tidak akan
Security Profile: |idn ¥ b|Sa Sa“ng komun|ka3|

WPS Mode: |push buttan ¥

Bridge Mode: |enabled >

VLAN Mode: |notag ¥

WVLAN ID: |1

Default AP Tx Rate: * bps
Defautt Client Tx Rate: ¥ bps

v Default Autherticate
i Default Forward
Hide 551D
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Wireless MAC Filtering — Access List

Station
Peserta 2

Station

wlanl — Peserta 3

AP IP:10.10.10.3/24

Peserta 1

wlanl ,
IP:10.10.10.1/24 * Station

wlanl -

IP:10.10.10.4/24 wypypw Fesertad

wlanl | * Station
P:10.10.10x/24 |igiwwwmm] Peserta X

r2 W
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Wireless Security

"« Untuk pengamanan koneksi wireless, tidah hanya dengan MAC-Filtering saja,
karena masih ada cara untuk melakukan cloning MAC Address. .

* Selain itu, data yang dilewatkan dijaringan bias di ambil dan dianalisa.

* Terdapat metode keamanan lain yang dapat digunakan yaitu:

* Authentikasi (WPA-PSK, WPA-EAP)

* Enkripsi (AES, TKIP, WEP)
* Kedua metode keamanan tersebut ada di menu Wireless > Security Profile.
* Mode wireless security profile :

* None : mode tanpa authentikasi dan enkripsi (open wireless)

* Dynamic : mode yang support authentikasi dan enkripsi

* Static : mode yang hanya support enkripsi (WEP)
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IereIess Security

~« Wireless > Security Profile

Security Profile <idn:

General | RADIUS EAP  Static Keys oK — Nama Security Profile
Mame: nama Cancel
Mode: |dynamic keys ¥ Apphy

Authentication Types: [v| WPAPSK (v WPAZ PSK » Jenis Authentikasi

wPAEAP [ wpaz Eap| | LComment
Unicast Ciphers: (v aes cem Copy
Group Ciphers: v aes ccm tkip Bemoye » Model Enkripsi

WPA Pre-5Shared Key: password

WPAZ Pre-Shared Key: |password

[

» Key authentikasi/password

Supplicant |dentity:
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IWireIess Security

3

()

Interface <wlanlz>

General Wireless HT HTMCS WDS Nstreme NV2  Status

ID-Networkers
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_ Pilih security profile yang

OK
Mode: |ap bridge ¥
Cancel
Band: |2GHz-B/G/N *
Channel Width: |20MHz = D
Frequency: [2412 ¥ | MHz Disable
S510: |IDN - Comment
Scan Ligt: |default o Advanced Mode
Wireleas Protocol: |any ¥ Torch
Security Profile: _ ¥ WPS Accept
WPS Mode: |push buttan ¥ WPS Cliert
Bridge Mode: |enabled ¥ Setup Repeater
YLAN Mode: |notag ¥ Scan...
VLAN ID: 1 Freq. Usage. .

~ telah di buat sebelumnya.
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Firewall

r Firewall digunakan sebagai pelindung jaringan, baik yang berasal dari WAN
(Internet) maupun dari LAN (Local).

* Melindungi dari network lain yang melewati router.

* Fitur firewall pada RouterOS ada pada menu IP > Firewall.

“la Mesh
e
«7 MPLS
F -4 Routing
s System
Q Queues
.| Files
Log

M rADIUS

)‘é Tools

@ New Terminal

|
ARP

I\

» Accounting
I Addresses
" Cloud
DHCP Client
DHCP Relay
DHCP Server
DNS

)

Hotspot

IEE

Filter Rules NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

o= Y 00 Reset Counters | i Reset All Counters
# Action Chain Src. Address Dst. Address Proto... |Src. Port  |Dst. Port  In. Inter... Out.

 Basic Firewall ada di IP > Firewall > Filter Rules
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Firewall — Filter Rules

“ o Firewall filter rule merupakan basic firewall di RouterOS.
* Setiap firewall filter rule di organisir dalam chain (rantai) yang berurutan.
* Setiap chain yang dibuat akan dibaca oleh router dari atas ke bawah.

* Paket dicocokan dengan kriteria/persyaratan dalam suatu chain, apabila
cocok paket akan dieksekusi. Namun apabila paket yang masuk ke firewall
tidak cocok makan akan dilarikan ke rule dibawahnya sampai dia match.

* Terdapat 3 default chain (input, output, forward).

* Dimungkinkan juga kita dapat membuat custom chain sesuai dengan yang
diinginkan.

* By default jika di Filter Rules tidak ada settingan sama sekali, artinya semua
traffic yang masuk atau melewati router akan diijinkan baik itu yang aman
atau yang tidak aman.
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Firewall — Simple Packet Flow

"« Tiga aturan dasar packet flow:
* Input — ke router
* Qutput — dari router

* Forward — melewati router

Forward
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Firewall — IF (Condition)

- Prinsip IF .... Then ....
* |F (Jika) paket memenuhi syarat kriteria yang kita buat.
* Then (maka) action apa yang akan kita berikan ke paket tersebut.

* Di firewall Filter Rule IF condition ada dimenu (General, Advanced dan Extra)
sedangkan Then condition ada dimenu action

Mew Firewall Rule =] E3
}ﬂﬁrﬁﬂ Advanced BEstra Action Statistics | oK |
/ Chain: ¥ Cancel
| F Src. Address: 7 App
Dst. Address: - | Disable | \ TH EN




I Firewall Filter — IF (General)

e |P > Firewall Filter > General

General | Advanced Bdra Action Statistics
Chain: |forward *
Src. Address: - | Source address (alamat sumber), Destination
Dt Addrase. . [ address (alamat tujuan) format bisa spesifik IP,
spesifik network atau semua network (any).
Pratocal: -
Src. Port: - Protocol (TCP/UDP/ICMP, dll)
e Por . -‘—> Sour_ce I_Dort (port sumb_er/ dari client)
Destination port (port tujuan)
Ary. Port: -
In. Interface: hd -
————— Interface (traffic masuk atau keluar)
Out. Inteface: b
In. Interface List: b
Cut. Inteface List: b
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Frequently Used Ports

’/0 Beberapa port yang biasanya sering digunakan pada Firewall

80/tcp HTTP
443 /tcp HTTPS
22/tcp SSH
23/tcp Telnet
20,21/tcp FTP
8291/tcp Winbox
5678/udp MNDP
20561/udp MAC Winbox
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I Firewall Filter — Then (Action)

. IP > Firewall Filter > Action

Mew Firewall Rule

General Advanced BEsdra Action | Statistics

Action: Jaccept

au:lu:l dst to address list
add src to address list
drop

asttrack connection

Log Prefix:

ID Networkers
onesian IT Expert Facto

accept — paket akan di terima (di ijinkan)

add-dst-to address-list — alamat tujuan akan di tambahkan ke
dalam address list (grup ip address)

add-src-to address-list — alamat source akan di tambahkan ke
dalam address list

drop — paket akan di tolak (tidak di ijinkan)

fasttrack connection — fitur alternative untuk speedboost traffic
data.

jump - paket akan di lempar ke spesifik custom chain yang kita
buat

log — paket akan dibuatkan sebuah catatan atau log khusus.
Passtrough — paket akan di biarkan (di eksekusi) dan di ijinkan
membaca rule selanjutnya

reject - sama kayak drop, cuman nanti keluar pesan ICMP reject.

return — paket akan dikembalikan dimana lokasi action jump di buat.

tarpit - membuka port bayangan yang ada di router, seolah-olah
semua port di router aktif, tetapi tidak akan pernah bisa di akses.




Firewall — Protecting our Router (1)

"« Buatlah firewall untuk mengijinkan hanya IP laptop saja yang bisa akses
router.

Peserta 1 Wiani
192.168.98.A/24

192.168.;00.2/24 003724 ((‘E D)

Peserta 2 ﬂm

.- — . N
v E% Wilan1
cror, MESESEw]| 77 | 192.168.98.8/24

192.168.xx.1/24
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I Firewall — Protecting our Router (2)

"+ |F ada traffic Input yang berasal dari IP laptop (192.168.100.2)

Filter Rules  NAT Mangle Raw Service Ports Connections A
E‘ = | |7 || 5% Y/ |00 Reset Counters | 0 Reset All Co
# ‘ ‘Action ‘Chain ‘Src. Address ‘Dst. Address ‘Protc

New Firewall Rule

General ‘Advanced Extra Action Statistics

« THEN tentukan action > accept

Chain: input 4
Src. Address: | | | 192.168.100.2) I\ General Advanced Exra Action | Stafstics
Dst. Address: v Acion: [P I | + |
[ | Log
Log Prefic: | -

ID Networkers
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Firewall — Protecting our Router (3)

"« |IF ada traffic Input yang berasal dari <kosong> atau “any address/network”

General |P~dvanced Extra Action Statistics

Chain: |input

Src. Address:
Dst. Address: « THEN tentukan action > drop

Mew Firewal Rule

General Advanced Bdra Action |Statisti::5
Action: [ |+ |

[ | Log
Log Prefic: | | =
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Firewall — Protecting our Router (4)

7« Akan ada 2 chain rules

Firewall

Fiter Rules | NAT Mangle Raw Service Pots Connections  Address Lists  Layer7 Protocols

*|

00 Reset Al Counters

In. Inter... | Dut. Int...

o I Reset Counters
H Action Chain Src. Address |Dist. Address | Proto... | Src. Port
P 0 sfaccept  input 192.168.2.2

1 ¥ drop input

« Perhatikan jumlah bytes di setiap chain rule, tetap ataukah bertambah ketika

kita melakukan akses ke router

« Coba masing-masing peserta untuk melakukan ping, akses web, dan remote

winbox ke router peserta lain.
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I Firewall — Log

~
-

.
’

/+ Log merupakan fitur yang digunakan untuk menampilkan beberapa informasi /
" aktivitas yang ada pada router.

[ \
! |
! 1
! 1
| O MIPLS I Log =B !
! 1
1 ' . ~ 1
| - Reaiy [ T | Freeze all s !
i o/ Syste g !
i ol # Time Buffer Topics Message |
1 1
! ! Queues | 0MNov/06/2020 13:10:30 memory  system, error, critical ~ router was rebooted without proper shutdown |
| | Files 1 Nov/06/2020 13:10:34  memory  interface, info ether2 link up (speed 100M, full duplex) i
| Log 2 Nov/06/2020 13:10:35 memory  wireless, info B8:69:F4:FC:FF:4E@wlan1 established connection on 2462000, SSID |... !
i w'é 3 Nov/06/2020 13:10:36 memory  dhcp, info dhcp-client on wlan1 got IP address 192.168.98.44 |
! 4% RADIUS 4 Nov/06/2020 20:10:06 memory  system, info, account user admin logged in from 50:3E:AA:24:6E:C1 via winbox |
e " . ; 1
| :}E Tools I 5 Nov/06/2020 20:10:25 memory  system, info filter rule added by admin !
i [E New Terminal 6 Nov/06/2020 20:10:34 memory  system, info, account  user admin logged in from 50:3E:AA:24:6E:C1 via winbox !
! ' Make Supout rif 7 Nov/06/2020 20:10:40 memory  system, info, account  user admin logged out from 50:3E:AA:24:6E:C1 via winbox |
! = pott 8 Nov/06/2020 20:10:56 memory  dhcp, info dhcp-client on wlan1 lost IP address 192.168.98.44 - lease stopped loc... |
1
| @ Manual 9 Nov/06/2020 20:10:56 memory  system, info dhcep client changed by admin !
i & New WinBox 10 Nov/06/2020 20:10:57 memory  system, info dhcp client changed by admin !
! Exit 11 Nov/06/2020 20:10:58 memory  dhcp, info dhep-client on wlan1 got IP address 192.168.98.44 i
! |
! 1
! 1
! |
! 1
! 1
! 1
\ !

 Kita dapat membuat atau menambahkan catatan aktivitas apa saja sesuai
. yang diinginkan melalui firewall filter dengan menggunakan action log.
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Firewall — Log

"« Buatlah log untuk mencatat aktivitas ping yang masuk ke router.
« Caranya buat rule baru pada IP > Firewall > Filter Rules.

Firewall Rule <>

General | Advanced BExtra Action Statistics

Firewall Rule <>

General Advanced BExtra Action | Statistics

Chain: |]

Src. Address:
Dst. Address:

Action: log

Log Prefix: |incoming-ping

Protocol:
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Firewall — Address List

"« Address list digunakan untuk memfilter berdasarkan group IP.
« Satu line address-list dapat berupa subnet, range IP atau spesifik IP.

Filter Rules  MAT Mangle Raw Service Pots  Connections  Address Lists | Layer7 Protocols
L Al | T

@E leation Time
T
Earra:n

Mame: |deny ¥ ar 022019 10:...

Address: |132.168.2.10 Cancel

Timeout:

Creation Time: | Mame: |demny : hd

Address: [152.168.2.100-152.168.2.200

QLU Mew Firewall Address List

Creation Time: Mame: |deny

— Address: [192.168.3.0/24 =d— Beberapa address dengan nama grup yang sama. |

—
L]
L

Tt Timeout: hd I:@
|

Creation Time:

enabled E bmment
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Firewall — Address List

~« Address list dapat dibuat juga secara otomatis dengan memanfaatkan action
“add-to-address list”.

+ Kita juga dapat mengatur apakah address-list yang dibua secara permanen

atau sementara dengan mengatur timeout
[Frowall Fulo <20561> |

. Acti isti
Firewall Rule <20561> General Advanced Extra Aclion | Statistics
| . o f Action: add src to address list r
General Advanced Extra Action Statistics
. — Log
Action: drop
1 Log Prefix: v
| -
s E dSt aress 5 Address List: ¥
_EI sSrc a ress |Is .
Log Prefix: Timeout: none dynamio| ¥
none dynamic
none static
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Firewall — Address List Implementation

~« Address list dapat dibuat juga secara otomatis dengan memanfaatkan action
“add-to-address list”.

Firewall Rule <=

General Advanced |Esra Action Statistics

Src. Address List: M

Dst. Address List:

Layer7 Protocaol: b
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Firewall — Address List

 Siapa dari local ping ke router, dia tidak bias akses ke Internet selama 30

detik.

« Buat Firewall rule untuk memasukan setiap IP yang melakukan PING secara
otomatis ke dalam address-list dan beri nama address-list “PINGER”. (1)

« Buat Firewall rule baru untuk memblock setiap address yang berasal dari
address-list “PINGER” (2).

ID-Networkers
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Firewall — Address List (1)

General Advanced Extra Action Statistics

Chain: |input

Src. Address:
Dst. Address:

IP rotocol:

"« Buat Firewall rule untuk memasukan setiap IP yang melakukan PING secara
otomatis ke dalam address-list dan beri nama address-list “PINGER”. (1)

New Firewall Rule

General Advanced Extra Action Statistics

<

Ii¥eiile]s Wl add src to address list

Log
Log Prefix:

“|

Sre. Port:
Dst. Port:

Any. Port:

Address List: PINGER
Timeout: |00:00:30

In. Interface:

<

-Networkers
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Out. Interface:

|

«|

<

» |nterface Local



I Firewall — Address List (2)

« Buat Firewall rule baru untuk memblock setiap address yang berasal dari
| address-list “PINGER” (2). |

General | Advanced Extra Action Statistics

Chain: forward
New Flrewall Rule X

Src. Address:
General Advanced Extra Action Statistics

Src. Address List: i}  PINGER ¥ a > Cancel
Protocol: | . |
Dst. Address List: : .
Sre. Port: New Firewall Rule
Dst. Port Layer7 Protocol: General Advanced Extra Action  Statistics

Any. Port:
Content: Action: s
In. Interface:

Connection Bytes:

i Dst. Address:

Out. Interface:

Log

| Connection Rate:

Log Prefix: v J

\ Per Connection Classifier: K
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Firewall — Address List (3)

"« Pastikan terdapat 2 rule yang tadi kita buat

Firewall

Filter Rules  NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

| = |2 Y/ |00 Reset Counters | DD Reset All Counters

# | Action Chain Src. ... Dst. ... Protocol Src. ... Dst.... [In. Inter... Out.../ |In....Out. Int... |Src. Ad... D:
0  add srcto address list  input 1 (icmp) ether2
1 & drop forward PINGER

« Ping IP router dari laptop, perhatikan di menu Firewall Address-list.
» Check koneksi Internet.
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o NAT (Network Address Translation) merupakan metode yang digunakan untuk
menghubungkan banyak computer ke jaringan Internet dengan menggunakan

satu / lebih alamat IP.
* NAT digunakan untuk ketersediaan alamat IP Public

WAN

LAN
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Firewall — NAT

g Di Mikrotik terdapat 2 type NAT
e Srcnat, digunakan ketika client yang ada di dalam router ingin keluar (Internet).

* Masquerade : digunakan untuk menghubungkan jaringan lokal ke internet
menggunakan IP public dynamic.

e Src-nat : digunakan untuk menghubungkan jaringan lokal ke internet menggunakan
IP public static.

* Dstnat, digunakan ketika client di internet ingin mengakses jaringan local dari internet

* Dst-nat : digunakan ketika akan mengakses jaringan lokal melalui internet (port
forwarding). = melempar traffik ke luar router.

* Redirect : digunakan ketika akan membelokan traffic ke router itu sendiri. contoh :
hotspot, webproxy, dns server router dll
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Firewall = DSTNAT

"« DSTNAT digunakan untuk mengakses host/service yang ada di Lokal melalui
Public Internet.

LAN PUBLIC

Office A

: PLiblic IP
00.1.1.1:81

= T

dstnat

Web Server
192.168.10.10:80
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Firewall = DSTNAT

"« Install dan jalankan web server di laptop.

e Lab Skenario :

LAN

Office A

Web Server
192.168.10.10:80

* pLiblic 1P

D0.1.1.1:81

I_I;)_-Networkei_'g.
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Firewall = DSTNAT

"« Buat rule pada IP > Firewall > NAT untuk redirect port 81 router ke IP laptop
dan port 80.

NAT Rule <81>
General Advanced Bdra Action Statistics

NAT Rule <813
General Advanced Bdra Action | Statistics

Chain: dstnat|
Src. Address:

Action: |dst-nat
To Addresses: (192 168.88.2

Dst. Address:

To Ports: |80

Protocol: 6 tcp)

Src. Port:

Dst. Port: g1 -

Any. Port; b
In. Inteface: wlan1

«
»

IP web server (laptop)

Out. Inteface: b

- Akses IP Public router http://<ip wlanl router>:81 dari laptop peserta lain.

S<
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Firewall — Redirect

7 Merupakan action yang digunakan untuk mengarahkan suatu paket kedalam
spesifik servis / port yang ada pada router. (DNS, Web Proxy).

« Redirect hanya bisa digunakan apabila kita menggunakan chain dstnat

WAN
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I Firewall — Connection Tracking

’
1
1
1

P Fircwall O

Filter Rules NAT Mangle Raw Service Ports Connections ' Address Lists Layer7 Protocols
Tracking

Src. Address Dst. Address Protocol Connection Ma_._|Timeout TCP State |Orig./Repl. Rate Orig./Repl. Bytes
C 0000 224001 2 (igmp) 00:08:14 0 bps/0 bps 62.1 KiB/0OB
C 159.148.147.229:300... 10.22.6.203:5678 1? (udp) 00:00:00 0 bps/0 bps 60 B/OB
SAC 192.168.96.44:1701 185.6.152.74:1701 7 (udp) 00:02:59 6.7 kbps/29.9 kbps 578.3 MiB/8.1 GIB
C 192.168.97.11:60657 255.255.255.255:100... 7 (udp) 00:00:01 0 bps/0 bps 174 BIOB
SACs 192.168.97.16:34600 172.217.194.119:443 7 (udp) browsing-conn 00:02:57 0 bps/0 bps 2353 BN6.3 KB
SACs 192.168.97.16:35577 66.96.226.209:443 7 (udp) browsing-conn 00:02:54 0 bps/0 bps 462 4 KiB/15.4 MiB
SACs 192.168.97.16:35684  172.217.194.119:443 7 (udp) browsing-conn 00:02:14 0 bps/0 bps 31.5KiB/1722.0 KiB
SACs 192.168.97.16:37100 7412524 132:443 7 (udp) browsing-conn 00:01:12 0 bps/0 bps 10.2 KiB/414 3 KB
SACs 192.168.97.16:37117  74.125.24.95:443 7 (udp) browsing-conn 00:00:06 0 bps/0 bps 54.5 KiB/45.9 KiB
SACs 192.168 97.16:38665 74.125.171.71:443 7 (udp) browsing-conn 00:00:01 0 bps/0 bps 4377 KiB/27.0 MiB
SACs 192.168.97.16:39241 74.125.24.95:443 7 (udp) browsing-conn 00:02:10 0 bps/0 bps 35.0KiB/103.5KiB
SACs 192.168.97.16:39908 74.12568.188:5228 6 (tcp) browsing-conn 23:57:57 established 0 bps/0 bps 2703 BN4.7 KB
SACs 192.168.97.16:40364 74.125.12.233:443 7 (udp) browsing-conn 00:02:54 0 bps/0 bps 52.2 KiB1773.3 KiB
SACs 192.168.97.16:40410 66.96.226.204:443 7 (udp) browsing-conn 00:02:53 0 bps/0 bps 31.8 KiB10.0 KB
SACs 192.168.97.16:40558 47.74.230.254:8888 6 (tcp) browsing-conn 23:58:59 established 0 bps/0 bps 607 B/g62 B
SACs 192.168.97.16:42090 172.217.24 99:80 6 (tcp) browsing-conn 00:00:04 time wait 0 bps/0 bps 458 B/370 B
SACs 192.168.97.16:42552 163.171.130.132:80 6 (tcp) browsing-conn 23:59:02 established 0 bps/0 bps 2077 BI56.2 KiB

. 279 items Max Entries: 88040
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Firewall — Connection Tracking

« Connection Tracking berisi informasi koneksi (source, destination IP, port,
| protocol yang sedang digunakan)

« Harus diaktifkan bila kita akan menggunakan beberapa service Firewall.
 |IP > Firewall > Connections > Tracking

Filter Rules NAT Mangle Raw Senice Ports Connections | Address Lists Layer7 Prc

W || Tracking Connection Tracking
Src. Address Enabled: auto [
C 0000 E
SAC 192.168.96 44
C 192.168.97.11
TCPSyn S
SACs  192.168.97.16 yn=en —
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Firewall — Connection Tracking

"« Bila connection tracking mati, beberapa fitur firewall tidak akan berfungsi
sebagai berikut :

 NAT

* Firewall :
¢ connection-bytes
e connection-mark
¢ connection-type
e connection-state
* connection-limit
e connection-rate
« layer7-protocol
* new-connection-mark
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Firewall — Connection Tracking

« Status koneksi pada connection tracking :
| * New : membuka koneksi baru
« Established : memiliki koneksi yang sudah dikenal

« Related : paket membuka koneksi baru tetapi memiliki hubungan dengan
koneksi yang sudah diketahui

 Invalid : paket tidak termasuk koneksi yang diketahui.

 Connection state # TCP state

J
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Firewall — FastTrack

\
[ ] \

Metode untuk mempercepat aliran paket melalui router.

Fasttrack juga dapat digunakan untuk membypass firewall, connection
tracking, simple queue, queue tree dll.

Hanya mendukung protocol TCP dan UDP.

Dengan adanya fitur ini kita bias memberikan prioritas khusus kepada user
tertentu.
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Quality of Service merupakan mekanisme pengaturan bandwidth dengan
| tujuan mencegah terjadinya monopoli penggunaan sehingga semua client
mendapat jatah bandwidth yang sesuali.

« Managemen bandwidth di RouterOS dapat dilakukan melalui :

« Simple queue (pengaturan bandwidth secara simple)
* single client upload/download
« Limitasi p2p traffic
* Queue tree (pengaturan bandwidth tingkat lanjut)
» Global prioritization policy
» User group limitation
« Membutuhkan settingan mangle untuk menandai paket.
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QoS Rate Limitation

A
w Fate mting & specific
E; (shaper) é rate hrt
- = >
Timme
A A
il Y 5 I A F.ate equahzing E" | L specific
%‘ cheduler) '%'f- rate lmit
a > = >
Time Time
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QoS Rate Limitation

"+ Pada RouterQOS, dikenal 2 jenis Batasan rate limit :

* CIR (Committed Information Rate)
* Limit-at

« Pada keadaan terburuk, client akan mendapatkan bandwidth sesuai dengan limit-at.
(asumsi bandwidth yang tersedia cukup untuk semua client).

 MIR (Maximum Information Rate)
« Max-limit

 Sisa bandiwdht yang diberikan ketika semua client sudah mencapai “limit-at”, maka client
bisa mendapatkan bandwidth tambahan hingga “max-limit”.

ID Networkers
n IT Expe ry




QoS Simple Queue

g . Pembaglan bandwidth yang paling sederhana pada RouterOS

« Simple queue mendefinisikan parameter address (target address) dari
host/koneksi yang dilimit.

7 MPLS I

® Rotng | « Target address bisa berupa spesifik
% System D S Coucs (P e client/host, alamat server, network,
QGueues P ntermace Wueues ueue [ree ueue lypes Interface

—= ——hE = ¥ 8 || | |00 ResetCourters || 00 Re:

| Log MName Tanget Upload Max Limit  |[Dow @ Total = Upload + Download

ol RADIUS

;é_TmlS " Genkral | Advanced Statistics  Traffic  Total | ...

&l Mew Teminal MName:

£S5 MetaROUTER [Faroet: 000070} —+— Target address yang akan di limit
#Z Partition Dst - -

| & Make Supout rif *

& Manual Target Upload  Target Download

@ New WinBox Max Limit: [onimted % | lnimted | | s1ss [ Target upload dan download

B Exit 4 Burst
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QoS Simple Queue (1)

"+ Limit bandwidth laptop dengan ketentuan sebagal berikut:
- Download =2 Mb
« Upload =1Mb

« Lakukan speedtest dari laptop dan amati.

WAN

Download 2Mb
Upload 1Mb
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IQoS Simple Queue (2)

g  Limit bandwidth laptop dengan ketentuan sebagai berikut:

* Download =2 Mb
« Upload =1Mb
Simple Queues | Interface Queues Queue Tree Queue Types
L I Y | | oD Reset Counters | md Reset All Counters
# Name Target Upload Max Limit  |Download Max Limit Packet Marks Total |

New Simple Queue

General Advanced Statistics Traffic Total Total Statistics

‘ Name: laptop ‘

Target: | 192.168.88.2 |7
Dst - hd

Target Upload Target Download
I Max Limit: | 1M + | |2M I #  bits/s

s | ID-Networkers
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Simple Queue + Fasttrack (1)

Limit semua koneksi yang berasal dari network LAN
(192.168.88.0/24) menjadi 512k untuk upload dan
download.

« Terapkan fastrack pada PC-Bos (192.168.88.10) agar
dapat membypas limitasi queue yang dibuat.

Switch

.8. ID-Networkers
Indonesian IT Expert Factory
()




I Slmple Queue + Fasttrack (2)

g « Buat simple queue untuk melimit network (192.168.88.0/24) menjadi 512k

upload dan download ‘:

'ﬂg Mesh

s 1P I* :

Simple Queues | |nteface Queues Queue Tree  Queue Types
< MPLS I
IE| = ||| 82 W | | 00 Reset Courters || oo Reset All Counters
4 Routing I
b= { |Name |Target |Uplnad Max Limit | Download Max Limit | Packet Marks Tat

oo System I"

g Queues Mew Simple Quesue

] Files General | Advanced Statistics Traffic  Total Total Statistics

.. Leg \ Name: |queuel |
A RADIUS 5]

Target: i1EI'2.1EE.E»E-.ﬂ,-“24 I ¥

ﬁ Tools b £ e
| Mew Teminal *Dst.: | | v
[ 15
28 MetaROIITER Target Upload Target Download
#= Partition

“ Max Limit: |512k E ¥ | bits/s
| = Make Supout rf

— - ~4- Burst
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Simple Queue + Fasttrack (2)

"« Buatlah fasttrack pada filter rules di firewall untuk membypass PC-Bos

192.168.88.10 dari simple queue.
* |IP > Firewall > Filter

Mew Firewall Rule

Mew Firewall Rule
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General | Advanced Extra Action Statistics :
General Advanced BExra Action | Statistics
Chain: |forwvard ¥

e ———— . Action:

Dat. Address: v Log
Protocol: i Log Prefix:
Src. Port: hd

. Dst. Port: v Interface ke lokal
Any. Port: - ]/
In. Interface: Ll e Lakukan speed test dari PC dengan IP
Out. Interface: M 192.168.88.10




0S — Burst

-
-
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Burst memungkinkan kita mendapat kecepatan tambahan dalam periode
waktu tertentu.

Mempercepat ketika akan load akses halaman web (http / https).

Burst limit : kecepatan maksimum upload / download data yang dapat dicapali
selama burst

Burst time : waktu (detik), dimana laju data rata-rata dihitung (bukan waktu
burst actual)

Burst threshold : kecepatan data rata-rata melebihi / turun dibawah ambang
batas, menentukan apakah burst akan running atau engga.

4. - Burst
Burst Limit: | unlimited +  |unlimited + bits/s
Burst Threshold: unlimited + | unlimited ¥+  bits/s
Burst Time: |0 0 S
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Dimungkinkan untuk melakukan pembagian bandwidth rata menggunakan
PCQ.

« Dengan PCQ dapat membatasi maksimal data rate untuk setiap sub-queue

dan jumlah paket data (pcq limit) e =D

» Beberapa klasifikasi yang digunakan: i

« Source/destination address B o

» Source/destination port TotalQueue Size: 2000
e —

Burst Time: | 00:00:10
Classifier: Src. Address v| Dst. Address
Src. Port Dst. Port

Src. Address Mask: | 32
Dst. Address Mask: | 32
Src. Address6 Mask: |64

Dst. Address6 Mask: 64
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"« PCQ Rate = 256k

Queue=pcg-down
Max-limit=1m




"« PCQ Rate = 0

Queue=pcg-down
Max-limit=1m




0S — PCQ (1)

-
-

7 o Melanjutkan lab simple queue sebelumnya

« Buatlah PCQ dengan ketentuan sebagai berikut:
« PCQ Download = 1m
« PCQ Upload =512k
* Rate =0 Switch
* Rate =512 | — 1

Router
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| QoS PCQ (2)

Gueus Tvoe <pca-downloads

i Queue > Queue Types > add |
! ; |pcq-dnwnlnad !
| @ Routing = i
: s Kind: |pcq =] Cancel :
| ystem Queue Types !
! I . -Oueues |
| - Rate: 1M | bitsss [ L_"PPY |
| Lo |Type Mame |
! L. ~°d * default pfifo Limit : |5D | KiB Copy !
! S RADIUS * defautt-smal pfifo !
! g * ethemet-default pfif R !
| % Tools I T m::m S sch' Total Limit: |E'D'|]'|] | KiB Remove :
: [ New Teminal * mutti-queus-ethemet-defautt  mq pfifo |
| ®5 MetaROUTER * anlyhardwarequeus none H . |
! u{: e nea-downioad peq Burst Rate: | |"" bits.s :
| 'J Partition * peg-download-default pcq ] |
| | b Make Supout rif peg-uplaod Pea Burst Threshold: | | ¥ |
! * peg-upload-default pcq ’ !
1 € Manual * synchronous-default red |
i @ New WinBox " wireless-defaul sfq Burst Time: |D'I]:1]'I]:'ID | :
: =" :
: ! Classifier: | | Src. Address Dst. Address i
|| Src. Port = Dst. Port




.

[ Files
|| Log
L RADIUS

& Tools
#Z Parition
& Wanual

=

ID-Networkers
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PCQ Upload
* Queue > Queue Types > add

[+

QoS - PCQ (3)

CGueue List

= Mew Teminal
¥4 MetaROUTER

| & Make Supout.rif

& New WinBox

|Ty|::-e Name £ |Kind
* default pfifo
* default-small pfifo
* ethemet-defautt pfifo
* hotspot-default sfg
* mutti-qgueus-ethemet-default  maq pfifa
* only-hardware-queue nane
pcg-download pcq
* peg-download-default pcq
pcg-uplaod pcq
* pcg-upload-default pcq
* gynchronous-default red
* wireless-default sfq

Gueue Type <pcguplaod:

Type Name: | QK
Kind: |pcq =] Cancel
Rate: 512 | bitsss | APl
Limit : |5'I] | KiB Copy
Total Limit: |EDD‘D | KiB Remove
Burst Rate: | | ¥ hbits/s
Burst Threshold: | B
Burst Time: |00:00:10 |
Classifier: [vl Src. Address | [ | Dst. Address

|| Src. Port

] Dst. Port

\
1
1
1
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
1
1
1

1



QoS - PCQ (4)

Simple Gueues | Intefface Queues  GQueue Tree  Queue Types

= v R

00 Reset Counters

00 Reset All Counters

# |

|Uplnad Max Limit

192.168.97.0/24

Packet Marks: |

Pricrity: |E
Bucket Size: |0.100

Simple Queue <Wifi=

General Advanced |5tatistics Traffic  Total Total Statistics

Download Max Limit | Packet Marks Total Max Limit|~

Target Upload

Target Download

Limnit At: |unlin1'rted

|| + | |ur1|im'rted

| ¥ | bits/s

Queue Type: |pcq-uplaud

|pcq-duwnluad

+*

.

1item (1 selected)

Parent: |nnne

\
1
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Tunnel

Tunnel merupakan metode menghubungkan jaringan yang berbeda lokasi
menggunakan sebuah jalur khusus di internet.

« Paket akan mengalamai modifikasi atau perubahan (penambahan header)
selama paket dikirimkan.

« Ketika paket sudah melewati tunnel dan sampai tujuan, maka header paket
akan dikembalikan seperti semula (header dilepas).
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~« VPN (Virtual Private Network) cara aman untuk mengakses jaringan LAN
melalui internet dengan tunnel.

* VPN terbentuk dari beberapa tunnel yang digabung.
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Point-to-Point Protocol

"« Point to Point Protocol (PPP) digunakan untuk membangun tunnel (koneksi
langsung) antara dua lokasi yang berbeda melalui internet.

« PPP dapat menyediakan authentikasi koneksi, ekripsi dan kompresi.
« RouterOS mendukung berbagai tunnel PPP seperti PPPoE, SSTP, PPTP dll.

Interface | PPPoE Servers Secrets Profiles  Active Connections L2TP Secrets

L g T PFP Scanner | PPTP Server || SSTP Server | L2TP Server || OVPN Server || PPPoE Scan
Name Type Actual MTU L2 MTU | Tx RBx Tx Packet (p/s)
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Point-to-Point Addressing

S Merupakan tipe addressing yang digunakan untuk pengalamatan di jaringan
tunnel.

« Biasanya menggunakan pengalamatan IP /32, bisa menggunakan /30 sebagai
alternative bila ada perangkat yang tidak support /32

Address <10.1.1.1> =] E3 New Address =l E3
Address: [10.1.1.1 —_— 0K » Address: |10.2.2.2 0K
Network: |10.2.2.2 — Cancel >Network: 10.1.1.1 Y Cancel
Interface: | jojp-funnel T ¥ Apply Interface: | jpjp-funnel/7 ¥ Apply

Disable Disable
Comment Comment
Copy Copy
Jakarta Semarang
Remove Remove
enabled enabled
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PPP User Database

« Digunakan sebagai authentikasi username password di Tunnel.
« By default username password tunnel di simpan di menu PPP > Secret
« Selain itu juga dapat disimpan di Radius Server terpisah.
 PPP Secret dapat digunakan untuk beberapa service seperti berikut :
* Async _ _
Interface PPPoE Servers Secrets | Profiles  Active Connection
¢ LZTP L T | | PPP Authentication&Accounting
Name Password Service Caller ID Profile
PPTP
° OVPN Name: candra [
[ ) PPPOE Pa;st}rd: ****** - %
enice: gany
e SSTP Caller ID: [
Profile: j12tp [
Local Address: EEE;B [
Remote Address: |Sstp [
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I PPP Secret

/"« Local Address (alamat IP tunnel server)

 Remote Address (alamat IP tunnel client)

Interface  PPPoE Servers Secrets | Profiles Active Connections L2TP

i 5 W | PPP Authentication&Accounting i
i Name Password Service  |Caller ID Profile L i
i &) candra mypass321  any default 1 i
| |
i Mame: candra i
E Password: |mypass321 - i
i Service: |any ¥ i
Caller ID: v
Profile: |defaut v
: Local Address: | 10.10.10.1 a
emote Address: | 10.10.10.2 -
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PPP Profile

“« PPP Profile menentukan aturan yang digunakan oleh server PPP untuk
clientnya.

 Bisa digunakan untuk mengatur pengaturan yang sama untuk banyak client.

Interface PPPoE Servers Secrets FProfiles | Active Connections L2TP Secrets

[+ g

Name Local Address Remote Address |Bridge Rate Limit...|O

- NewPPPPOfle
‘ New PPP Profi - :
@ d = —r— digunakan untuk membatasi
General | Protocols Limits QU General Protocols Limits  Queue Scripts bandwidth
Name: profilel Session Timeout:
Local Address: |dle Timeout: v
Remote Address: : =
emote Address IRateLimit(ndb(} = digunakan untuk membatasi
Bridge: S —> jumlah session clientyang |
Bridge Port Priority: ~no © yes & defaull konek
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PPTP Tunneling

"« Point-to-Point Tunnelling Protocol (PPTP) merupakan salah satu tunnel yang
menyediakan enkripsi melalui IP.

« Merupakan tunnel yang banyak digunakan karena hamper semua OS support
PPTP client.

« Dapat digunakan untuk membuat koneksi aman antara jaringan local melalui
internet.

* RouterOS mendukung PPTP client dan PPTP Server.

* PPTP menggunakan port TCP 1723 dan IP protocol 47 GRE (Generic Routing
Encapsulation).

* NAT helpers digunakan untuk mendukung PPTP dijaringan NAT.
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PPTP Server

“ e Untuk mengaktifkan PPTP sebagai server, yang harus dilakukan adalah
enable service pada menu PPP > Interface > PPTP Server.

Interface PPPoE Servers Secrets Profiles Active Connections L2TP Se

PPTF Server

ActualMTU L2 MTU |T.

L g " | | PPP Scanner SSTP Serv

PPTP Server

v iEnabled

Max MTU: 1450

Cancel

Max MRU: | 1450 Apply
MRRU: v
Keepalive Timeout: |30 -
Default Profile: | default-encryption ¥
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« Membuat authentikasi username dan password pada database (PPP Secret)

Interface PPPoE Servers Secrets  Profiles Active Connections L2TP Secret:
+ = « ¥ (I T | PPPAuthentication&Accounting

Name Password Service  |Caller 1D Profile Local Ac
| Goandia  mypass321 i
Name:
Password: | mypass321 -
Service: |any ¥
Caller 1D: v
| Profile: | default ¥
Local Address: | 10.10.10.1 a
\ Remote Address: 1 10.10.10.2 -
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. Digunakan untuk melakukan Dial Out dari client ke server.

« Untuk pembuatan PPTP Client melalui menu PPP > Interface > Add > PPTP
Client.

N e
Sew Interiace IP Public PPTP Server

;;ﬁ Interfaces

3 Wireless Intefface | PPPOE Servers Secrets | _

gabiise o1 (1] [a] [5] [ | GEMEral Dial Out | Status Traffic .

3 PPP e |

= Switch PPP Server onnect To: | 100.1.1.1 :

.“2““ | Eiip c:ent . Username dan |

5 erver Binding User |candra !

/> MPLS N PPTP Client — password yang |

&3¢ System P SSTP Client ' i ¥ :
Profile: | default-encryption * PPTP Server |

Q D e L2TP Server Binding P

2] E:es L2TP Client Keepalive Timeout: 60 -~

F R:DIUS OVPN Server Binding

R OVPN Client

2 Tools [
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I PPTP Site to Site (Mikrotik — Mikrotik)

LAN Office B | |

- | LAN Office A : : 8
' 1 192.168.100.0/24 : 192.168.200.0/24 |
O / : IP Public wlan1 IP Publicwlanl : :
o | 192.168.97.x 192.168.97y .
o — N |
| Wy T ‘Offi I
E | |/ Office A PPTP / ffIC 1 I i
o — — wRPew 5. |
0 Tunnel i | |
! | PPTP Server PPTP Client : I
0 : 10.10.10.1 10.10.10.2 , I
| l |1 |
1 I :
| | I
i | I : I E
1 | |
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| PPTP VPN (Mikrotik — Windows)

B s :

- | LAN Office A I

' 1 192.168.100.0/24 I

C I IP Public wlanl

| : | 100.1.1.1 Windows Host
| e —

a  / Office A: PPTP

1 I -— —

| Tunnel ] 3 .

: I PPTP Server PPTP Client Any private IP address
0 ' 10.10.10.1 10.10.10.2

1 I

B |

B |

A 1
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| PPTP VPN (Mikrotik — Windows)

1
1
1

L PPP
T S“ﬂlh\
°: Mesh
= |p b
I Routing b
System »
Q Queues
B Files
Log
27 RADIUS
2. Tools »

B New Terminal
= | Make Supout.nif
@ New WinBox

Exit

EEIII

ervers  Secrets  Profiles Active Connections L2TP !

PP S

PPTP Server | SSTP S¢

j PPTP Server

ID Networkers
sian IT Exp

Name /| Type Actual MTU L2MTU_

Enabled

Max MTU: | 1450

Max MRU: | 1450 |

Apply
MRRU: | -
Keepalive Timeout: |30 ‘ -

Default Profile: |defau|t—encryption

Authentication: [v| mschap2 mschap
| |chap _Ipap

Interface PPPoE Sewer Profiles Active Connections L2TP

= & || X (] E‘ PPP Authentication&Accounting
Name / |Password Service | Caller ID Profile |
PPP Secret <candra= =] E3
Name: ‘ OK
Password: \mypass321 | & Cancel
Service: |pptp H > Apply
Caller 1D | R Disable
Profile: |default |+ Comment
Local Address: |10.10.10.1 A Copy
Remote Address: | 10.10.10.2 - Remove

\
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1




PPTP VPN (Mikrotik — Windows)

"« PPTP Client
« Windows search - VPN settings

) vpnsettings
- 0 Work  Apps Documents Web  Settings  People 4 Connexin LTD

Best match

| @ VPN settings
System settings

Settings VPN settings

System settings

@) Add a VPN connection
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| PPTP VPN (Mikrotik — Windows)

Add a VPN connection
VPN provider

Settings = Windows (built-in)

Network & internet > Connection name

belajar membuat VPN
VPN connections Add VPN

@ hull-12tp
Mot connected

Server name or address

1000 — IP Public Router

VPN type

@ hull-backup Connect Point to Point Tunneling Protocol (PPTP)
Not connected

Type of sign-in info

Advanced settings for all VPN connections Username and password

Allow VPN over metered networks Username (optional)

candra

Allow VPN while roaming Password (optional)

.........|
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| PPTP VPN (Mikrotik — Windows)

E = Settings E
i Network & internet > VPN PPP adapter belajar membuat VPN: i
Connection-specific DNS Suffix '
i IPv4 Address. . . . . . . . . . . :/10.10.10.2 :
: LN LTS Subnet Mask . . . . . . . . . . . :1255,255.255.255 i
! Default Gateway . . . . . . . . . :0.0.0.0 '
hull-I2tp
. Not connected e !
i hull-backup i
! Not connected |
| belajar membuat VPN Connect IP PPTP Client yang didapat dari |
| Mot connected :
i remote address PPP > Secret |
i Advanced options Remove E
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PPP Active Connections

"« PPP Active connections digunakan untuk melihat list session client yang
sedang melakukan koneksi ke PPTP Server.
« Terdapat 2 flags :

« L = Local (username dan password yang digunakan berasal dari PPP
Secret).

« R = Radius (username dan password yang digunakan untuk login berasal
dari radius server).

Interface  PPPoE Servers Secrets Profiles Active Connections |2TP Secrets

i
Name Service Caller ID Encoding Address Uptime
IL &% candra pptp 192.168.98.74 MPPE128 stateless 10.10.10.2 00:04:49'
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"« Menentukan range alamat IP yang bisa digunakan untuk service pada
RouterOS (DHCP, PPP, Hotspot, dll).

« Address diambil dari pool secara otomatis

“li= Mesh ‘

5 1P| "~ ARP

7 MP > Accounting

# Rou g " Addresses Pools Used Addresses

%5 Syste " Cloud Ik g

& Queue DHCP Client Na Addresses Next Pool
| Files DHCP Relay

[E| Log DHCP Server \ New IP Pool [=1E3
{_@ RADIUS DNS Name: | pool-pptp OK
A, Tools " Firewall Addresses: 10.10.10.10-10.10.10.20 = Cancel
(B New Termina Hotspot Next Pool- |none 3| a Apply

| = Make Supout. IPsec

ﬂ r— Comment
@ New WinBox Neighbor; Copy
E Exit Packin Remove

=
o
0
(o]
=
o
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"« Point-to-Point Protocol over Ethernet merupakan jenis protocol tunnel layer 2
yang digunakan untuk mengontrol akses ke jaringan.

« Salah satu jenis protocol tunnel yang banyak digunakan di ISP, karena dapat
dengan mudah melakukan management banyak client tanpa menggunakan IP
Public.

« Memberikan authentikasi, enkripsi dan kompresi.
 PPPoOE hanya bekerja pada satu jaringan (one broadcast domain).
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7« PPPOE mempunyai 2 tahapan

 Discovery Stages

« Sebelum konek ke server, client akan melakukan pencarian dengan cara
melakukan discovery stage untuk membuat sebuah koneksi yang
established.

e Session
« Kondisi dimana PPPoE client sudah terkoneksi ke server (established).
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I PPPoE Discovery Stages

PPPoE Client PADI _ PPPOE Server

PADO

<<
PADR

>

PADS

<<
LCP/IPCP

< >

J
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PPPoE Discovery Stages

« PADI (PPP Active Discovery Initiation), PPPoE Client mengirimkan paket
broadcast ke jaringan dengan alamat pengiriman MAC Address
FF:FF:FF:FF:FF:FF:FF:FF untuk mencari di mana lokasi PPPoE server dalam

jaringan.
« PADO (PPP Active Discovery Offer). Merupakan jawaban dari PPPoE Server

atas PADI yang didapatkan sebelumnya, dengan memberikan identitas
berupa MAC Addressnya.

 PADR (PPP Active Discovery Request), merupakan informasi dari PPPoE
client ke server dengan menghubungi ulang server melalui MAC address yang

diberikan sebelumnya.
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PPPoE Discovery Stages

~s PADS (PPP Active Discovery Session-confirmation) dari PPPoE Server ke
Client, isinya mengenai session ID dan pada tahap ini akan terjadi negosiasi
username, password dan IP address.

« PADT (PPP Active Discovery Terminate) digunakan untuk mengakhiri session.
Bisa dikirim dari Server atau dari Client.

s | ID-Networkers
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I PPPoE Discovery Stages

Log =] E3
memory | ¥

May/29/2012 12:17:35 pppoe ppp info speedy: dialing... »

May/29/2012 12:17:35 pppoe debug pac... etherl: sent PADIto FF.FF:FF.FF:FF:FF |

May/29/2012 12:17:35 pppoe debug pac...  sessionid=0<0000

May/29/2012 12:17:35 pppoe debugpac...  host-unig=0x0

May/29/2012 12.17:35 pppoe debug pac...  servicename=

May/29/2012 12:17:35 pppoe debug pac... etherl: rcvd PADO from 00:30:88:1A:23:A2

May/29/2012 12:17:35 pppoe debugpac...  session4id=0x0000

May/29/2012 12:17:35 pppoe debugpac...  host-unig=0x0

May/29/2012 12:17:35 pppoe debugpac... acname=BRAS-D4-GBL-DS04L3610L0023

May/29/2012 12:17:35 pppoe debugpac...  servicename=

May/29/2012 12:17:35 pppoe debug pac... etherl: sent PADR to 00:30:88:1A:23:A2

May/29/2012 12:.17:35 pppoe debugpac...  sessionid=0<0000

May/29/2012 12:17:35 pppoe debug pac...  host-unig=0x1

May/29/2012 12:17:35 pppoe debugpac... servicenames=

May/29/2012 12:17:36 pppoe debug pac... etherl: rcvd PADS from 00:30:88:1A:23:A2

May/29/2012 12:17:36 pppoe debugpac...  sessionid=0x3a2c

May/29/2012 12:17:36 pppoe debug pac...  host-unig=0x1

May/29/201212:17:36 pppoe debug pac...  service-name=

May/29f2012 12:17:36 pppoe debug pac... aCﬂame BRAS D4-GBL-DS04L3610L0029

MR MMM AN A AR
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PPPoE Session Stage

. LCP Negotiation
 Authentication
« |IPCP Negotiation (Pembagian IP address ke client)
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PPPoOE Server

PPPoE Server support beberapa type interface.
 Tidak bisa dikonfigurasikan pada interface yang merupakan bagian dari bridge

Interface PPPOE Servers | Secrets Profiles  Active Connections
+ = v % 7

Service ... Interface Max MTU |Max MRU MRRU Default Profile Authentication
@servicel wlan 1480 1480 1600 default pap chap mschap..

PPPoE Service <servicel> Of %)

Service Name: | ool

Interfface: |wlan1 *
Max MTU: 1480 -
Max MRU: 1480 -
Disable
MRRU: 1600 -
Keepalive Timeout: 10 - Remove
Default Profile: | default ¥

One Session Per Host

Max Sessions: 4

.8. ID-Networkers
Indonesian IT Expert Factory
()




-
.

’
’

1

Name:
Type:

L2 MTU:
Max MTU:
Max MRU:
MRRU:

Interfaces:

| PPPOE Client

Interface <pppoe-out1>
General | Dial Qut Status Traffic

pppoe-out 1
PPPoE Client

1480
1480
1600

wian1

+l
4

PPPoE Scan

Status: connected

Interfface <pppoe-out1>

/+» PPPoE Client digunakan untuk melakukan dial out PPPoE Server

General Dial Out | Status Traffic

Service: ||

AC Name:

User:
Password:
Profile:

Keepalive Timeout:

Default Route Distance:

user]
123
default
60
Dial On Demand

v| Use Peer DNS
v| Add Default Route

0

Allow: |v mschap2 |v|mschap1
v| chap v/ pap
enabled running

|

Status: connected ’

etworkers
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MTCNA

Modul 9
MISC

ID-Networkers
Indonesian IT Expert Factory




RouterOS Tools

"+ RouterOS menyediakan berbagai utilitas yang o Tormina!
membantu mengelola dan memanatu router [} Make Supout i
dengan lebih efisien. @ Manual

@ New WinBox

B Exit
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BTest Server
Bandwidth Test
Email

Flood Ping
Graphing

IP Scan

MAC Server
Netwatch
Packet Sniffer
Ping

Ping Speed
Profile

RoMON

SMS

Telnet

Torch
Traceroute
Traffic Generator
Traffic Monitor
Wol




.+ Digunakan untuk memantau traffic dari sebuah paket melalui interface.

! \

« Real-time monitoring tool

« Dapat memantau lalu lintas yang diklasifikasikan berdasarkan nama protocol
IP, sumber / alamat tujuan (IPv4 / IPv6), dan port.

\
1 1
1 1
! 1
! 1
i :
! 1
! 1
! 1
! 1
! 1
! 1
i :
! 1
! 1
! 1
i Torch (Running) Em |
- " 1
! Basic Filters Start :
| Interface: ether1-MyINET ¥ | Src. Address: |0.0.0.0/0 Stop |
! 1
| Entry Timeout: 00:00:03 s Dst. Address: |0.0.0.0/0 Close !
! 1
! Collect Src. Address8: |::/0 New Window !
| v Src. Address v | Src. Address6 Dst. Address6: | +/0 !
! 1
| v Dst. Address v| Dst. Address6 MAC Protocol: |all = !
! 1
! v MAC Protocol v| Port Protocol: |any = !
! 1
! v Protocol VLAN Id Port: |any =~ :

1
! = VLAN Id: [any s |
1

1
! DSCP: |any - |
1

1
| Eth. .. |Protocol Src. Dst. VLAN Id|DSCP TxRate RxRate [TxPack.. RxPzw¥ i
} 800 (ip) 17 (udp) 185.6.152.74:1701 (12tp) 192.168.96.44:1701 (12tp) 13.4 kbps 243.1 kb... 16 * !
\ 800 (ip) 1 (icmp) 74.125.130.102 192.168.96.44 592 bps 592 bps 1 I
N 800 (ip) 6 (tcp) 17.57.145.52:5223 192.168.96.44:49488 0 bps 0 bps 0 //’

' 800 (ip) 6 (tcp) 52.63.63.51:443 (https) 192.168.96.44:57651 0 bps 0 bps 0 K
\\\ 800 (ip) 6 (tcp) 147.92.165.28:443 (https)  192.168.96.44:49498 0 bps 0 bps 0 L
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« Digunakan untuk memonitoring traffic yang melewati interface dalam waktu
tertentu.

« Traffic rata-rata diambil tiap interval 5 menit sekali.

« Dapat digunakan untuk memonitoring penggunaan CPU, memory dan disk

J
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Untuk melihat hasil monitoring graphs bisa melalui 2 cara :
* Winbox : Tool > Graphing > Interface Graphs
« WebFig : http://router_ip/graphs

Traffic and system resource graphing

CPU usage
Memory usage
Disk usage

You have access to 2 interfaces:
ether1-lnet
wlani
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Interface <ether1-gateway> Statistics
7/ AY
4 \

/; « Last update: Wed Dec 31 23:59:59 2013 Y
I, \\
1 1
| "Daily" Graph (5 Minute Average) "Weekly" Graph (30 Minute Average) |
! 1
! 1
| 14qor ook 1a0g, ookh |
| - !
| 1050 00Kk £ 1200.00kh !
1 2 1
: © 1
i TO0 00Kk g B00.00Kh !
1 o 1
| 2 |
I 350.00Kh E 40 G0Kh !
! 1
! 1
| 0.00Kk 000Kk _ !
1 6 & 10 12 14 16 1§ 20 22 0o 2 4 & & 10 12 Mon Tue Wed Thu Fri Sat Sun Mar Tue |
! 1
1
! Max In: 1.26Mb; Average In: 1.21Mb; Current In: 1.22Mb; Max In: 1.41Mb; Average In: 1.20Mb; Current In: 1.22Mb; i
i Max Out: 821.58Kb; Average Out: 780.56Kb; Current Out: 793.75Kb; Max Out: 872.20Kb; Average Out: 772.71Kb; Current Out: 792.54Kb; |
! :
! 1
! 1
! 1
I " " w -

i Monthly” Graph (2 Hour Average) “Yearly” Graph (1 Day Average) |
! 1
! 1
| 1400 00Kk . . . . . 1400 00Kk !
: : : : : : . :
| 1050, 00kh S 1050.00kk |
1 2 1
: ] 1
i FO0 00Kk £ 700.00KD !
1 =3 1
| 2 |
I 350.00Kh E 350.00Kh !
\ !
\ 000Kk 0.00Kb K
\\ Week 45 Week 46 Week. 47 Week 43 Dec  Jan Feb Mar Apr May Jun Jul Aug Sep Oct  Now /
4
N ’
\\ Max In: 1.37Mb; Average in: 1.13Mb; Current In: 1.21Mb; Max In: 1.24Mb; Average In: 443.51Kb; Current in: 1.20Mb; e

N Max Qut: 922,93Kb; Average Out: 757.19Kb; Current Out: 786.12Kb; Max Qut: 850.52Kb; Average Out: 303.36Kb; Current Out: 772.42Kb; -




« Simpe Network

g Mesn \\
/ " ARP \
,'I M an ag e m e nt P rOtOCO I #2. Routing » Accounting |
E ( S N M P) %5 System I Addresses i
| Q Queues Cloud |
i . . L Files DHCP Client i
~* Digunakan untuk memonitor | . oroP Relay 5
| dan mengelola perangkat. s e | e— =
! | New Terminal Firewall Enabled :
-+ RouterOS mendukung Hotspot 5
: ¥4 MetaROUTER  Kid Control . :
; SNMP v1, v2 dan v3 £ porion - S 5
i | & Make Supoutrif  Packing Engine ID: v i
i i I P > S N M P a Manual Foe. Trap Target: - i
| 9 New WinBox Routes _ _ — !
i E Exit == Trap Community:  public - :
i - Trap Version: | 1 ¥ i
| Services Trap Generators: |temp-exception v s E
i Settings Trap Interfaces: s i
i Socks Src. Address: | ,:
‘\\ TFTP I,'
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The Dude

i Aplikasi bawaan Mikrotik yang digunakan untuk memonitoring jaringan secara |
realtime.

« Device yang akan dimonitoring bisa ditambahkan secara manual kedalam The
Dude atau secara otomatis menggunakan fitur Discovery.

« Monitoring services dan alerting.
* Free

« Mendukung SNMP, ICMP, DNS dan TCP monitoring.

« Terdapat 2 tipe The Dude :

* The Dude Server (digunakan sebagai SNMP master untuk menjalankan service The Dude
- CCR, CHR, or x86)

« The Dude Client (digunakan sebagai SNMP Agent menampilkan device yang sedang
dimonitoring - windows, linux dan OS X menggunakan aplikasi pihak ketiga)
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IThe Dude

ID-Network

n T Ex

F;

(=] §

nl.ptmp.pq
SSID: HU12PQ-PrincesQuay-N1

3 Rx: 2.5 kbps Rx: 1.07 Kbps
‘ Tx: 2.25 kbps Txi 177 kbps 1y 195 ‘Woms

Rx: 0 bps
Tx: 0 bps

-> Core Network
21/0/0

Rx: 0 by
Y v Tx: 0 bps
Hmu&er ‘
Rx
Tx

1500 mtchzpa,

19.8 Mbps

Rx: 23.2 Nbps Rx: 13.4 kbps
Tx: 975 Kbps Tx: 16.2 kbps
Rx: 11.1Rx: 99.2 kbps

‘ Tx: 12.4 Tx: 121 kbps

PQ Router Re: 19.4 kbps  (USMIE3IPE)

Tx: 42.1 kbps
Rx: 20.1 Nbps s

D B _switchd pq.

»

‘POI?PPoE ‘

S S |
——

Rx: 9.59 kbps
T soexggs

x
x:

4

Mo 2 N\
. e First Floor 1

First Floor2 First Floor 3

el ptmp.pq
SSID: HU12PQ-PrincesQuay-E? siklu

iy
marina.ptp.pq Marina
0TX Freq 57375 rfWi

Trinity Square

; Siklu -
?.‘ 331393 knb:; hul2pq.p Siklu
Rx: O bps X Freq 58 st hul2pq.ptp.pg.hu
T E ‘ Ty Square
[ T
ullxd.ptp.pq H .
. | " EH-600TX Freq 60375 MWIdths00 (2) Wellington St gilclu
x: 114 kbps  (MSEEKIMXSS) W
Tx: 8.5 kbps
Rx: 121 kbps
Tx: 3.35 Nbps menerva.ptp.pg
PTP-Con
Diamond Life Siklu
o8 Siklu

Studio Vibe

Fi ;
A hul3dr.ptp.pq Northcott

h :
Supported Internships sthuladretppg

Siklu Siklu
hul2ix.ptp.pq Hicks Decorators g ;
07X Freq 73500 rWidth250 (1 A LA
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Candra Milad Ridha Eislam
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